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Table 1 Function call dependency graphs for the
return value check.
FCDG
$1 = getpwnam();
if ($1 == NULL) {

Occurrence Frequency

67 / 72 (93.1%)
}

$1 = getenv();
if ($1 == NULL) {

80 / 182 (44.0%)
}

$1 = localtime();
if ($1 == NULL) {

44 / 100 (44.0%)
}

if (($1 = getopt()) != -1) {
if ($1) {
178 / 428 (41.6%)
}
}
$1 = open();
e =D { 92 / 302 (30.5%)
}
$1 = malloc(Q);

i (?_IV“ L) { 212 / 870 (24.4%)

$1 = fopen();

if ($1 != NULL) { 71/ 346 (20.5%)
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Table 2 Frequently used combinations.

FCDG
$1 = fopen();
if ($1 == NULL) {
perror();
exit();

Occurrence Frequency

$2 = fgets($1);
if ($2 !'= NULL) {
$3 = strchr($2);
if ($3 !'= NULL) {
strcpy ($3);

46 / 346 (13.3%)

}

$1 = socket();
if (81 < 0) {

}
setsockopt ($1); 43 /300 (14.3%)

bind($1);

listen($1);

close($1);

$1 = getopt();

if ($1 t= -1) {
$2 = atoi();
if ($2 < 0) {

61 / 428 (14.3%)

}

ForwardAgent no
ForwardX1ll no
RhostsAuthentication no
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Fig.1 Configuration file.
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Fig.2 Examples of function call dependency graphs.
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Table 3 Each values for FCDGs in Fig. 2.

{socket, setsockopt,
bind, listen,
close, [<, 0],
accept}

Esocket, [<, 0] {e11, e21}
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Table 4 Idioms with high similarity.

$1 = getopt(); 181 = getopt();

o | 3E 81 = -1y ¢ PAE ($1 1= -1)
a $2 = atoi(); $2 = atoi();
3 if ($2 < 0) (
1 H
1} )
? ; :
} (a1)} (a2) !
$1 = fopen(); i $1 = fopen(); 1
if ($1 == NULL) { \ $2 = fgets($1);
perror(); Vif ($2 1= NULL) (
exit(); H $3 = strchr($2);
3} H if ($3 1= NULL) {
$2 = fgets(§1); H strepy ($3);
if ($2 1= NULL) ( H )

fopen

$3 = strchr($2); 3}

if ($3 != NULL) { . fclose($1);
strepy($3); 1

}

) : :
fclose($1); (b1) ! (b2) |

181 = socket();
! setsockopt ($1);

$1 = socket();
if ($1 < 0) (

1 $1 = socket();
Vif ($1 < 0) (

H 1 bind($1);
w |y 1) ! listen($1);
£ | setsockopt ($1); ! $2 = setsockopt ($1); !
9 | bina($1); LAif (2 < 0) (
® | 1isten($1); H
close($1); 1
! bind($1);
! listen($1); H
(c1)} close($1); (c2)! (e3)
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Table 5 Occurrence frequency of dependencies.

Dependency FREQ
atoi 00 [< 0] 0.83
fopen J [== NULL] 0.87
socket J [< 0] 0.90
setsockopt [0 [< 0] 0.75
socket [J close 0.85
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Table 6 Idioms with low similarity.

$1 = getopt(); 1$1 = getopt();
o[ 3F 81 1= -1 ¢ VAE (81 1= -1) (
- $2 = atoi(); H $2 = atol();
3 if ($2 < 0) (
° H
& I

! : :
} (a1)! (a2) !
$1 = fopen(); 1 $1 = fopen(); 1$1 = fopen();

if ($1 == NULL) ( VAf ($1 == NULL) ( i€ ($1 == NULL) (
) ]

$2 = fgets($1); 1 $2 = fread($1);
if ($2 1= NULL) ( Ei.i (32 1= 0) (

0
1$2 = fscanf($1);
VAE ($2 1= 0) (

fopen

1) 1
| fclose($1); ifclose (§1);
(b1) ! (62) | (b3)

}
fclose ($1);
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Table 7 Examples of the importance of FCDGs.

$1 = socket(); $1 = socket();
if ($1 < 0) if ($1 < 0) {

} }
$2 = setsockopt($1); setsockopt ($1) ;

if ($2 < 0) ( bind($1);
s listen($1);
} close($1);
bind($1);
listen($1);
close($1);
0.67 0.64
FREQ
| socket, [<, 01 ___ 1
| socket, setsockopt __[0.4.
| socket, bind 0.5
| socket, Tisten "~ [0.4
| socket, close ~—~ " "[0.9
setsockopt, [<, 0] 0.8
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Fig.3 Abstract of system.
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The results of categorization.

fopen

$1 = fopen();

if ($1 == NULL) {
)

fclose($1);

$1 = fopen();
if ($1 == NULL) {

}

$2 = fgets($1);
if ($2 != EOF) {

}
fclose($1);

-1 Aif (32 1= 0) (

! $1 = fopen(); :
| if ($1 == NULL) (

}
$2 = fscanf($1);

) H
fclose ($1); '
!$1 = fopen();

1if ($1 == NULL) {

V) H
1 $2 = fread($1); ;
Vif ($2 1= 0) (

B fwrite();

V)

1 £close($1);

iif ($1 == NULL) {

Eif ($2 !'= EOF) {

$1 = fopen();
}
$2 = fgetc($1);

}
fclose($1);

getopt

$1 = getopt();
if ($1 != -1) (
$2 = atoi();

$1 = getopt();
if ($1 1= -1) {

}

$2 = strtoul(); 1
'
'

H H
S $1 = getopt(); H

VAf ($1 1= -1) (
: memcpy () ;
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..................... O AU R U PR
v '

| $1 = getopt();
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H $2 = isdigit();
if (§2 = 0) {

' }
v}
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[

$1 = getopt();

$2 = strtol();
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fp = fopen("test", "r");
if (fp == NULL) {

fprintf (stderr,

"Can’t open file!\n")A

T
'
'
'
'
'
'
'
'
'
'
'
'

while ((C = fgetc(fp)) != EOF) { »
printf ("%c", c); }
fclose (fp);
3 data dependency
. control dependency
i Function Call Dependency Graph
0 A1 O0O0OOO0O0OODOO FCDG

Fig. A-1 Code fragments and the FCDG.
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