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A Safety Analysis Method Based on

State Transition Diagram

Abstract

The complexity of safety-critical embedded systems—such as aeroplane and au-
tomotive control systems—has increased rapidly. Thus, maintaining and improving
their integrity becomes a serious concern, and to this end several international stan-
dards for functional safety—such as IEC61508 (2000) and 1SO26262 (2011)—have
recently been published. A thorough analysis of a system’s safety is important to
clarify the effects of failures and deviations. During the development of safety-
critical systems, it is desirable to find failures and deviations that could cause
serious harm as early as possible. For this reason, safety managers and system
developers must perform a safety analysis based on the system specifications, and
consider safety measures for reducing the severity of a failure to an acceptable
level.

For many older embedded systems, it was relatively easy to perform a safety
analysis, because software was not used in their safety-related functions. Even if
software was used, its size would have been small. In contrast, modern safety-
related functions in a large number of embedded systems are reliant on complex
software. Thus, it is difficult to comprehensively analyze the behavior of a system
affected by hardware failures and software defects. Unfortunately, no standard
analysis method for safety-related systems and software has been established.

State transition diagrams (STDs) and state transition tables have been used in
approximately 80% of embedded systems development projects reported by Min-
istry of Economy, Trade and Industry (2010). Therefore, safety analysis methods
based on STDs can be applied to numerous embedded systems. These methods
can also support software engineers (who are not safety experts) in the application
of safety analysis.

Firstly, we have studied a technique based on STDs called the Safety Anal-
ysis method based on State Transition Diagrams (SASTD). SASTD proposes a
technique in order to analyze deviations from the normal operation of embedded

systems more comprehensively. In SASTD, we proposed that guidewords be used
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alongside the analysis flow and an analytical worksheet for the safety analysis of
STDs. In the first step, SASTD enumerates, in each state of the state transition
diagram, all these properties which are not satisfied. In the second step, all de-
viations from the normal processing taking place during the state transition are
enumerated. The results of a case study in SASTD showed that we could analyze
STDs more efficiently with SASTD than using Failure Mode and Effective Analysis
(FMEA).

Secondly, we extended SASTD to a Safety Analysis method based on Hierarchi-
cal State Transition Diagrams (SAHSTD) in order to analyze more complicated,
hierarchical STDs (HSTDs). SASTD assumes that system specifications of an em-
bedded system have been modeled as only one state transition diagram. Therefore,
it is difficult that we analyze exhaustively the state transition diagram including
many states and state transitions by using SASTD. We applied both SASTD and
SAHSTD to the system specification of an electric boiling pot, and compared
the results of them. Consequently, we confirmed that all deviations derived by
SASTD could be also derived by SAHSTD. Since several system states with same
characteristics were integrated to hierarchical system states, the number of derived
deviations that analyzer must decide its severity could be reduced.

Thirdly, we extended SASTD to a Safety Analysis method based on Parallel
State Transition Diagrams (SAPSTD) in order to analyze more complicated, par-
allel STDs (PSTDs). In most embedded systems, several functionalities, such as
interrupt handling or error checking, work simultaneously. In general, the STDs of
such systems are modeled in a parallel STD (PSTD), in which system state tran-
sitions are independent and parallel in orthogonal STDs. It is difficult to analyze
these parallel systems with conventional methods for safety analysis, because the
guidewords and worksheets are not suitable for a PSTD.

SAPSTD proposes a new worksheet. The worksheet supports not only safety
specialists, but also software engineers in their analysis of the PSTDs modeling
embedded systems and software. To confirm the applicability and effectiveness of
SAPSTD, we prepare a PSTD and a compositional STD (CSTD), which combines
independent STDs, according to the system specification of an electric pot. We
apply SAPSTD and SASTD to the PSTD and the CSTD, respectively, and con-
sequently confirm that all deviations derived by SASTD can also be derived by
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SAPSTD. Furthermore, we show that the number of deviations to be analyzed can
be reduced in SAPSTD by limiting their analytical area.

In this dissertation, we propose that safety analysis method based on STDs.
This proposed not only guidewords, but also the analysis flow and an analytical
worksheet for the safety analysis of STDs. In SAHSTD and SAPSTD, we extended
SASTD to enable its application to an HSTD and PSTD for complicated systems.
We could analyze STDs more efficiently by using SAHSTD and SAPSTD.
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{11} /* state=123FRBZHPKIRBF*  };
if(state=!0 || state>3) return -1; /TS —
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main(){ /*12{Ed Action */
newstateThextStatelotdstate—modetype);
if(oldstatdq== (¥AGP&IFEH) & newstate== (FFFHH&NMERH)){
HEES > T (ON);
&85 > J(OFF);
E—%(ON);
7R > 7 (OPEN);
} else if(oldstate== (FEARFP&IFRIBF) && newstate== (FEIRFHF&MELF)){
S > T(ON);
{RiB S > J(OFF);
E—% (ON);
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