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FBHICEHFLTEWNV =T 3% X R

DIAT DD T VAT EICEYEMEZZE B AIEE
D7AT7 Ve oRITE=T =529 —/\RIZRTE
WEICISCT, RELET—2EMILTERT

DxJY
L\ TALEE

—NEITOSATURDYSIRMIELTTOYS
LG R IR~ Al HE

CGIARKIZELANEHTOT 5 LEUHLPPHPE i&(Hypertext
Processor)® %I

954 F7 2 MAICJavaScript 7B S LEEHESHE T, A —F DEE
[ZIECT=UO T ANER T (T TSRS ) dH D —Ajax
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H—NBITOYTT DT—HEE2/2)

URLODTRVID/KYETHOTITH—INRADT—ADHMBERT

f5]: https://www.net.itc.nagoya-u.ac.jp/member/shimada/index.html
membersT 4L Y k) (=74 )LF )DshimadaT 1L 7k Dindex.htmlé&
L\ST7AMILEIERE
BUDIOMEIZITTH—/I\Y IR ITTDHRETRE
5: /var/www, /usr/local/www
CHOH=Y TN NEELZIFHRLFH
[2016/kessan.pdf1Z&+&12M2017/kessan.pdf(R AR 1ZFE B Ih 5
[2016/1&ET4L ORI BT ORRTHE—ENRZTLELN(TAL UL
AT ORETE). TDHICHEEZFDTOMEEDEEDENIL. ..
BARIZIE, RO TORATECHLVELIE, IR TARASNTULVELAD
RERIMNT H(FKPLBREMAFIRICH T HHAZTEY)
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HTML(Hyper Text Markup Language)

@ Rov—2A: https://www.net.itc.nagoya-u.ac.jp/~shimada /nuilas_info_lit
I7MIE) BE(E) J|R(V) ~LT(H)

717 LOXEDEIFHTML

NEIZ<>TREINDGZTEDIT
TXEBEEZER

{&8mILCSS (Cascading Style
Sheet) TE/

i 1‘:? B | & https://www.net.itc.nagoya-u.ac
e AFEE/HAEFZTE - Murase L... x| 2015FE 155 'J?E'i‘z—i-@éé/

20154 [ 1T <

ZO N0 201 E 1ERR) T —(IE R LBHE
Eoho A, NUCTICAS /LT, B RS RlnsEE~—
21 IBBERESMET & B EFHEE=aa i T mEd

WBERBTENUCTIZELET, 27, NUCTIZ—fzdAlEE
HALET,

v

¥

6/16 6160 BE ST IEE,

<IDOCTYPE HIML PUBLIC ~—//W3C//DID HTML 4. 01
“http://www. w3 org/ TR himl4/loose. dtd”>

<html lang="ja">
<head>

{meta http-equiv="Content-Type” content="text/hi
<meta http-equiv= Content-Stvle-Tvpe content="1

<link rel="stvleshest” href="./lecture.css” tvpe:

<title>
JOINERE 1EIR) T3 —(3E%) IEHEREY
titler
</head>

<bodv>

<div class="toptitle™>

20NERE tRER T —(IB%) LBMEERES
<Adiv

{p

CHY T F—U, 20155 1ERY TS —(18F) |
HEFJ:%%{:E?’T CIBROIEER ) T T — (Ii;ﬁjﬁﬁiﬁql
<a href=https://ct.nagova-u.ac. ip/portal >NUCT</
B e RlmiEE ~— =Bl T S,

(S AR Tama L (02,

tEER ) T —(FEFRI((T
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HTTP GET

HTTP GET: 9z H—/\~Qa T VEKR
EB. 7oY. ARG ATATRAT  HELEIE
WHEIZIG LTk 95 Cookiet°Authenticationi & D 1E T E (S
HTTP GETADO 7 H—/N\fIDE
AT HTMLIZ 7ML, mp4ENE 74 )L, PDFJ7AIL., 13E)
ZTNLSNDOER: REREHFEE. AT YDRAT GE
WEIZIE LU TH k35 Set-Cookie’s & DiFERbIE(E

9547k v—n
1FH -
“ HTTP GET www.example.com =
. example.comDX— Ed
Ay .

v



HTTP POST

BEIAANITA—LPODI T RRESIAALGE . V9747
MRS B —NIZT—2 DR EFE SR ZF| B

—B. D79 —NANSEBERIAANTA—LEFHTTP GETLTHS
HTTP GETEXRDKREIZCIANTA—LDRARIDFES %
BT 5L

FEREABBIZEY—/\BITREINFIToNTLNS

9547k H—/\
I HTTP GET GicF
[ www.example.com R 4
. example.comDX— 1 o I
Ay | p DN— % :
HTTP POST www.example.com + T—%4
HTTP GET www.example.com/?search=... v

»
>

ART =Bz B LI=R— ﬁ#ﬁ%é
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BRITNILVITRIDERBRA AT+ —L
HTML®Dform#%# % Tposth ETE SN TS (LD FRHR)
AAEBEBIZ[Enameh I EESNTLND(T DFRER)

BREADT+—LA

LT 74— LD SER-BRER IO TOET,
BRI . B SOFAGE BRI L DR TEL

- - v
%é%ﬁ:ﬁm-%ﬁloimzt AR Crel |
HEFIA 2 AR E
sEHEFIA 27 L BRES MR- (41
B
A—=LTEL 2 (478 | xaBn |
XTE'.‘-H'@,D%CU% . Boalicts nagova—uac. ik
- -
FIREA S (/) o ALY
54

TN I LW LAY B I S R

<form method="post” action® “index. phe” enctype- T | +
<input twpe: name:- act ion value=" post "
<input tvpe="hidden” name="irput mail addr” value="">
<table class="common_table” cellspacing="1">

<t

theEEHEFAZFID - == DFEzid<br>
%E#&H?'J,EHJF\TEA SiFESVthe

<t

<select name="id tvpe code™

<option value=”0">-- EBIRLTFZELy --

<option value="razova_id >ESEAFID - =510

<option value="svs_regizt rum »=EIEEFIH - 27 LB
</select>

<gpan class="comment "> FERIK /span>

<br>

<br>

<input tvpe="text” name="id value” value=""
</td>

<t

<t

<thry &</ thy

<tdr<input tvpe="text” name="rams” value=""

F N R

size="20";

size= 207



URLZT!)

HTTP POSTERIBRIZCO T T TSz T H—/ Al
FERZEB T AL
URLDKREIZT?1Z DT, TN LEAURLY I &GS
BRDINSA—=ZEEIX" /NS A—2LZ"="{E" | THIH
BHDNTGA—2hBHHIHEEII&ITRYS
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& | https://www.google.co.jp/search?q=I5

EFEDURLTIEEAXFERALGLD T, IN—EU I O—T a4V
JEINB(=&? 17 EDESHREL)
https://www.google.co.jp/search?q=%E5%B6%8B%E7%94%B0+%
E5%89%B5&ie=utf-8&oe=utf-8&hl=ja
URLZIYIET O DT RELRN—[ZRRSND=H. B
EOULIZRZ THRLLGWVERMNEDIZTHSHIEE
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Cookie

GETIZWLTOREEITEE., EiEL=PY LY IR TE
Ly SHTTP Cookleé’—*llﬁﬁ
H—N\AIDNSISATUOMNDOTT IS EREEIEIEDHE
MTES., [GLEHLN TS TH
D7 T T H(ECookieD R AU IS DI T H—/IN~DHET
4 A 21X Cookie D EERZEE(E
ELMAR—RXDHEAAELZIDZFERESETEWNT,. B7 VX% # 5

9547 FEIOGETYRIRMDINZE TCookieZFE%TE H—/\
Set-Cookie: id=78safdhj87, domain=example.com...
{‘ ; R [E][Zexample.comIZ7 VX HEFIZ. E
ey | ¢ HTTP GETD HIZA T ZEHN
Cookie: id=78safdhj87
jm:1|ﬁl7’7tx5ﬁ&®)&«®iﬂ§

v
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CookieBEE:EDFHtEFa!) T4

Tracking Cookie: A& D iE#iZ B #9& L 1=Cookie
FIZEEAVTUYDNER
f5ll: A FAIZH L= & TCookieZ&TE — YA rBICH LI=[A & TEX
£ L1=CookieZx=ITH5
B & 33rd party Cookie(BEHRH A ~&IFES R AL DCookie)d7id
KU BLSIET 595 TIDo not track JMERTE &1 3rd party
CookieMDZ 1k 1= EL THL
ZTNTH, IPFEL R User agentBHRGENOHHIEEITEMTES
FRMDNSYFUT FiE
HTTP CookielkEEDYEHTTPEIL A DALIED hTHRE
{5l: HTML5®MLocal storagez{#>f=7—4iLH TEHH
#h1=%. Canvas fingerprintingZs & . F|FBE B BT IXFEBA
FEINTWLWDSH(ENEOEEIEHLHH)
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R AVTIOIIR—UANRT LA
(CMS)¢IE#HtEx2 )T+

OAVTUVEEBRT DT TENWNVE DI IR—UFERA]

BB -8 mIETIEWeb Y —/\HITZHEINS
T—AR—=R([ZEFLI=OVTUVEEE IA—IYMIB>TERTR
Electronic Commerce(EFEE|)FHNDCMSEH 5

KRLZCMSEL T 7[1]
WordPress. Joomla, Drupal @ F#| A% 0

=i, fEBEEEEIM TS TILER T EZLY
INVIIURTHRAP DT —EAR—XL AT LOMEHEEEEIND
T3040 DIfE5HEMEEEIND

—BEELE XFDOCMSZEFELVELLD

WIikiTo oo EDBlogTo o HCMSDHE

[1] https://w3techs.com/technologies/history overview/content_ management
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DSAT o REH—N
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IP7ELXR
DNS
TCP/UDP
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I BNDIE R DY —/NZLBIEHR
H—EXDIZHE(1/2)

TCP/IP, UDP/IPEFIALI=H—EREH T UMNZHE
BFA—IL
SMTP(Simple Mail Transfer Protocol): A—)LHY—/\fE D A—JL &
&
POP3(Post Office Protocol): A—JLH—/A\IN5M A—)LERAHL

IMAP(Internet Massage Access Protocol): A—)LH—/\ LD A—
IVEE

Submission: A—)LHY—/\~DA—)LiZH
FTP, SMB, NFSIZ&5 77 ILDERERTAHILFT HEF
)E—FTRIMYT, telnet, SSHIZE DOV E 1—2 D =R
RE
NTPIZKDBHEFZIEHE




#(2/2)

FBAROY—NZEAPFEHRT—ERADIR

—EDY—ERXTEHLGE>TWT., X a)Fq2kELE- L6

By —EANHLD T, TboZt

Bl: B SIESNTLVELVAART—k
Gt

telnet, rsh — SSH

ERMAT AL
Nryvk EFRnsdY%

FTP — FTPS, SSH(SSH¥J 4w+ MSCP, SFTP)

POP3/IMAP — POP3S/IMAPS

Bl: T T LR BEITOINZTEZTHTZ
SMTP(V24 7 &Y —/NDREIZHLYT) —»Submission

EIFEA.BAAD7ORONFEFTIZTEOLKRELD
T.wIETIIHTTPS(+QUIC)Z T EICAWLVSEHIE
{5]: DNS over HTTPS, SMB over QUIC
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YR —O EDRYEYZERFRIELT
Jb—C‘ﬂT’L\AI\

Wireshark[1]Z A4 AF—ILLTESDEEFR THELS

(M ]ipaddr==133612

No. Time Source Destination Protocol Length Info

]i 5231 143.507923 10.120.59.222 133.6.1.2 DNS 78 Standard query @x0003 A www.nagoya-u.ac.jp
5232 143.511177 133.6.1.2 10.120.59.222 DNS 194 Standard query response @x0003 A www.nagoya-u.ac.jp A .
5233 143.511864 10.120.59.222 133.6.1.2 DNS 78 Standard query ©0x0004 AAAA www.nagoya-u.ac.Jjp
5234 143.514419 133.6.1.2 10.120.59.222 DNS 131 Standard query response 9x0004 AAAA www.nagoya-u.ac.jp

Frame 5232: 194 bytes on wire (1552 bits), 194 bytes captured (1552 bits) on interface \Device\NPF_{C6C16421-8@DE-417D-
Ethernet II, Src: Cisco_8d:a5:ff (00:cl:64:8d:a5:ff), Dst: IntelCor_59:90:20 (88:b1:11:59:90:20)
Internet Protocol Version 4, Src: 133.6.1.2, Dst: 10.120.59.222
User Datagram Protocol, Src Port: 53, Dst Port: 62488
v Domain Name System (response)
Transaction ID: 9x0003
Flags: 0x8580 Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: 2
Additional RRs: 3
v Queries
v Www.nagoya-u.ac.jp: type A, class IN
Name: www.nagoya-u.ac.jp
[Name Length: 18]
[Label Count: 4]
Tvne: A (Host Address) (1)
SLLE] 2d 75 02 61 63 02 6a 70 00 00 01 00 O1«:N’le cj precc:

00 01 00 @1 00 @0 @1 2c 00 04 85 86 52 58 O 10 , RX [1] https://WWW.WireShark.org/




