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[Background]

In 1980, the Organisation for Economic Co-operation and Development (OECD) published
its Guidelines on the Protection of Privacy and Transborder Flows of Personal Data in the
form of a Recommendation by the Council of the OECD. The eight principles listed in these
guidelines include the basic idea that individuals should have the right to control the flow of
their personal data with regard to the principles of purpose specification, consent to
collection, individual participation, and so on. Proper handling of personal data has become
a key area of concern in our modern, information-driven society—not just in terms of
maintaining confidentiality, but also in terms of examining the underlying the notions of

information privacy itself.

Student nurses are not legally bound to confidentiality; and yet, they collect and record
sensitive patient information that they then share with other students during conferences
and on-site training sessions. This makes it imperative that the proper handling of patient

information be covered as part of basic nursing education programs.

The reality is that every university makes its own decisions about how to teach appropriate
patient information handling, which naturally leads to inconsistencies in the details of how

this instruction is given. There is yet to be any cohesive set of guidelines on the matter.
[Research objective]

The purpose of this study is to identify the problems associated with the handling of
personal information in basic nursing education programs and to come up with some

guidelines for instructing nursing students on this topic.

[Research design and participants]

Preliminary research for this project was conducted between September and December
2010 in the form of semi-structured interviews with nursing faculty in charge of direct

instruction at clinical practicum sites. Key topics identified during these interviews were



then used to put together a written questionnaire, which was given between November
2014 and February 2015 and served as the basis for the current study. The survey targeted
university nursing programs throughout Japan as well as individual educators in charge of
giving direct instruction at clinical training sites. We asked the universities whether they had
any official procedures in place for how the handling of patient information should be
taught; we also asked faculty in charge of direct on-site instruction whether they had ever
experienced any problems in regards to how students handle patient information as well as
about the kinds of instruction they thought was necessary to keep such problems from
arising. We then tested the validity of the results by conducting a follow-up study in which
we asked participants to review the instruction items deemed necessary in the first survey.
Before beginning this research, we received approval from the Nagoya University School of

Medicine Ethics Committee regarding the ethical considerations related to this research.

[Findings]

Ten instructors participated in our semi-structured interviews. We asked them a total of 24
questions about issues related to student handling of patient information in three
categories: problems related to individual students, problems related to conferences, and
problems outside of the practicum site. We also asked about ways to prevent problems with
patient information handling with questions that were also in one of three categories:
educating students and raising awareness about information privacy, establishing
information management practices, and addressing problems when they arise. The topics
raised during the course of these interviews were used to create the self-administered

guestionnaires.

The surveys that targeted universities received 58 responses for a completion rate of
26.7%. For every survey item listed, at least 85% of the universities indicated that they
included similar information in their official university regulations for practicum requirements

and the like.



Written questionnaires targeting faculty involved in direct instruction were distributed to 49
schools and a total of 132 were returned for a completion rate of 33.5%. There were 14
survey items about personal encounters with privacy issues and preventative instruction
that at least 51% of respondents reported having experienced. Still, less than 51% of the
instructors surveyed felt that providing identifying patient information during conferences or

sharing highly confidential information was problematic.

At least 51% of respondents reported having implemented 18 of the instructional
strategies given. Three of those, including nursing faculty should demonstrate the
appropriate handling of students’ personal information in order to ensure that students gain
an awareness of the appropriate way to handle personal information, were reported as
seemingly effective by less than 51%, despite the fact that at least 51% of respondents had

carried them out.

There were also seven instructional strategies that fewer than 51% of respondents
reported having implemented, yet more than 51% felt would be effective. Among them were
requesting that hospital staff demonstrate correct handling of patients’ personal information
(management of records, etc.) in order to ensure that students gain an awareness of the
appropriate way to handle personal information and having notebooks coil-bound and

covered with a white cover to prevent loss.

There were 22 items that at least 51% of instructors reported as being necessary to
prevent problems for arising. In the follow-up investigation designed to verify the initial
results, 45 written questionnaires were distributed with 41 returns (for a completion rate of
91.1%). Of the instructional items that at least 51% of educators deemed necessary in the
first survey, there were 18 items that at least 51% of respondents in the second survey also

deemed necessary and four items that fewer than 51% did.

[Discussion]



We found that many of the problems that arise in the course of student nurses dealing
with patient information are the result of students’ low level of awareness regarding
information privacy. Many of the items proposed as being potentially problematic in patient
information handling were seen as such among instructors; and yet, issues like providing
identifying patient information during conferences or sharing highly confidential information
were considered problems by only a few. Still, there are likely patients who would not want
students who are not directly overseeing in their care to have access to their private data.
We need to find an appropriate way to provide information on patients not directly under

students’ care.

In terms of university directives, all of the universities reported having general regulations

in place, with each one identifying specific instructional items.

It was assumed that the instructional strategies being implemented by faculty members
were effective, but there were three items (including nursing faculty should demonstrate the
appropriate handling of students’ personal information in order to ensure that students gain
an awareness of the appropriate way to handle personal information) that few respondents
felt were effective despite the fact that a majority were implementing them. Perhaps the low
recognition of their effectiveness stems from the difficulty in thoroughly implementing them
or sufficiently communicating them to students. That said, it is probably necessary that

faculty continue to carry them out.

There were seven instructional items that a majority respondents felt would be effective,
yet only a minority reported having implemented. Four of them involved teaching
meticulous record management; the remaining three required coordination with hospitals.
These results are thought to indicate the difficulties involved in actually implementing the

strategies.

In the end, 18 instructional items were identified as necessary. These spanned all
categories mentioned at the outset, suggesting that a broad range of instructional activity is
necessary on this topic. Of these 18 items, it is suggested that there is a particular for

faculty to give detailed instructions on creating electronic records, as they are typically not



telling students to delete any case notes stored on electronic media once their training is
complete. They also indicate that purposeful instruction on information privacy is needed
outside practicum hours as well; for example, having teachers boost student awareness of
appropriate ways to handle personal information by themselves properly handling students’

personal data.

[Conclusion]

There are a host of problems that arise in conjunction with student nurses handling patient
information. Our research found a diverse range of 18 critical instruction strategies that can

be used to prevent these problems from occurring. Nursing faculty are currently considering

educational efficacy as well as patient privacy as they use trial and error to find the
teaching methods that work in clinical practice settings; our research was able to identify
those instructional items that a majority of these teachers feel are necessary. Our next step

is to actually put these strategies into practice and verify their effectiveness.
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