Information-Theoretic Aspects of
Quantum Private Information Retrieval

A dissertation for the degree of
Doctor of Philosophy (Mathematical Science)

Seunghoan Song

Graduate School of Mathematics
Nagoya University

7,
A B R

NAGOYA UNIVERSITY

2020



Abstract

When a user retrieves information from databases, it is often required to pro-
tect the privacy of the user. Quantum private information retrieval (QPIR)
is a protocol in which a user retrieves one of multiple messages from non-
communicating multiple servers by downloading quantum systems without
revealing which message is retrieved to any individual server. Symmetric
QPIR is QPIR with server secrecy in which the user only obtains the re-
trieved message but no other information of other messages.

This thesis investigates the fundamental communication limit of symmet-
ric and non-symmetric QPIR and constructs the optimal QPIR protocols
achieving the communication limit. The communication cost of a QPIR pro-
tocol is evaluated by the QPIR rate defined as the ratio of the size of one
message to the whole dimension of the downloaded quantum systems. The
supremum of the QPIR rate, called the QPIR capacity, characterizes the
communication limit of QPIR.

Assuming that the servers share prior entanglement, we prove that the
symmetric and non-symmetric QPIR capacities are 1 regardless of the num-
ber of servers and messages. We construct a rate-one protocol with only two
servers. This capacity-achieving protocol outperforms its classical counter-
part in the sense of the capacity, server secrecy, and upload cost. The strong
converse bound is derived concisely without using any secrecy condition. We
also prove that the capacity of multi-round QPIR is 1.

As a variant of QPIR with stronger security requirements, t-private QPIR
is a protocol in which the identity of the retrieved message is kept secret
even if at most t servers may collude to reveal the identity. We prove that
the symmetric and non-symmetric t-private n-server QPIR capacities are
min{1,2(n —t)/n} for any 1 < t < n. We construct a capacity-achieving
QPIR protocol by the stabilizer formalism and prove the optimality of our



protocol. The proposed capacity is also greater than the classical counterpart.
Finally, we give a symmetric (n—1)-private QPIR protocol with bipartite
entangled states. The protocol has the QPIR rate [n/2]7!, which implies
that it is capacity-achieving for an even number of servers n. The protocol
is practical since the bipartite entangled states are reliably generated with
current quantum technology compared to multipartite entangled states.
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Chapter 1

Introduction

1.1 Private information retrieval

Information security is one of the main concerns in the modern information
era. Especially, with the advancing technology of the big data analysis and
the recommendation systems, the importance of user’s privacy is increasing
when the user access to databases. For example, the recommendation sys-
tems such as for the videos, the products, and the social network contents
are based on the access information of users and the collected information
often results in some unintentional leakage of users’ privacy. For such cases,
it is required to protect the privacy of the user who retrieves information
from databases.

Introduced by Chor, Goldreich, Kushilevitz, and Sudan [5], Private Infor-
mation Retrieval (PIR) is a cryptographic protocol in which a user retrieves
a message from server(s) without revealing which message is retrieved to
any individual server. In addition to its direct application, PIR is related
to other cryptographic protocols such as the oblivious transfer [6, 7], the
secure multiparty computation [8,9], and the secret sharing [10,11|. Further-
more, PIR is also related to an error-correcting code, called locally decodable
codes [12-15].

As depicted in Figure 1.1, a PIR protocol is described as follows. Sup-
pose that a server contains a classical message set My, ..., M;. A user wants
to retrieve one of the messages from the server. Let K be the index of the
targeted message, i.e., the user wants to retrieve My. The user uploads
queries QW ..., Q" and downloads answer AM, ... A" from the server
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1. prepare messages
My, ..., M 2. choose index K € [f]

3. upload queries
QW,....QW

Server User

4. download answers

AL, A

5. retrieve Mg

Figure 1.1: One-server PIR protocol.

interactively. The user finally decodes My . For the secrecy of the user’s
request, it is required that the server obtains no information of the target
index K. Though this problem seems impossible at first glance, there is a
trivial solution: if the user downloads all messages from the server, the user
obtains the targeted message My and the server cannot know which mes-
sage is requested. This trivial solution lacks practicality since it is inefficient.
Unfortunately, Chor et al. [5| proved that this trivial solution is optimal for
communication efficiency. To be precise, they evaluated the communication
efficiency by the communication complexity, which is the sum of informa-
tion bits transmitted between the user and the servers, and showed that the
optimal communication complexity is linear to the size of all messages.
Despite this negative result, there have been mainly two approaches to
reduce the communication efficiency: PIR with computational assumptions
[16-18] and PIR with multiple servers [15,19-22]. In the first approach,
PIR has been considered with the computational assumptions such as the
difficulty of quadratic residuosity problem [16] and the phi-hiding assumption
[17]. On the other hand, this thesis focuses on PIR with multiple servers.
Multi-server PIR considers the case where each of multiple servers contains a
copy of all messages with it is assumed that the servers do not communicate
with each other. It has been discussed from the first paper of PIR by Chor et
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al. [5] and they proposed the following one-round protocol with two servers,

which improves the communication complexity significantly.

Protocol 1.1. Suppose that each of two servers, namely Server 1 and Server
2, contains a copy of all messages My, ..., Ms € {0,...,m—1}, and the two
servers are forbidden to communicate with each other. For retrieving Mk,
the user prepares two queries Q1 and Qo as subsets of {1,...,f} such that
(Q1 — Q2) U (Q2 — Q1) = {K} and sends @Q; to Server i. Fach of Server
v returns the answer A; = ZjeQi M; to the user, where the summation is
with respect to the addition modulo m. Finally, the user can obtain =My =
Ay — Ag, where the sign is determined by whether K € Q1 or K € Q.

Since any subset of {1,...,f} is described by an f-bit sequence, the up-
load cost of the above protocol is 2f bits in total and the download cost is
2log m bits in total. Thus, Protocol 1.1 has the communication complexity
2f + 2log m, which is significant improvement from flog m bits of the trivial
solution. The paper [5] and the following works [15,19,20] have also improved
the communication complexity with more servers. Similar to Protocol 1.1,
most of the multi-server PIR protocols have been constructed with one-round
communication. Thus, if it is not specified, we consider the multi-server PIR
as the multi-server one-round PIR throughout the thesis.

In PIR, the user may obtain some information on the n — 1 non-targeted
messages. For example, in Protocol 1.1, the user obtains partial sums of non-
targeted messages from the answers A; and A;. Therefore, it is preferable
to consider the server secrecy in which the user obtains no information other
than the targeted message. PIR with the server secrecy is called symmetric
PIR, which is also called Oblivious Transfer (OT) [6,7] in the one-server case.
In other words, the symmetric PIR with multiple servers can be considered
as a distributed version of OT. OT is an important cryptographic protocol
because the free uses of an OT protocol construct an arbitrary secure multi-
party computation [8,9]. The one-server symmetric PIR is impossible from
the impossibility of OT with information-theoretic security and Gertner et
al. [23] proved that the symmetric PIR does not exist even with multiple
servers. However, Gertner et al. [23] constructed a symmetric PIR protocol
with the assumption of shared randomness among multiple servers.

Furthermore, one critical weakness of the multi-server PIR is the assump-
tion of no communication between servers. In the practical application of the
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PIR protocols, some of the servers may communicate and collude to identify
the user’s request. The t-private PIR [5,14,21,22] is PIR with stronger user
secrecy, called wuser t-secrecy or t-privacy, in which the identity of the tar-
geted message is unknown to any collection of t servers. In t-private PIR, it
is assumed that the user does not know which servers are colluding but only
knows the number of colluding servers t.

1.2 Information-theoretic approach to PIR

With its origin by Claude Shannon [24], one of the main goals of the informa-
tion theory is to survey the asymptotic behavior of information-processing
tasks when information resources are available asymptotically many times.
For instance, the source coding considers the asymptotic compression rate
for arbitrarily large sequences of i.i.d. random variables, and the channel
coding considers the asymptotic transmission rate when a given channel can
be used arbitrarily many times.

In a similar sense, Chan, Ho, and Yamamoto [25| started to consider
the multi-server one-round PIR when the message size can be arbitrarily
large. For the measure of communication efficiency, they only considered
the download cost because any one-round PIR protocol can be modified so
that the query cost is negligible to the message size. To see this, suppose
that the queries are prepared originally for a log m-bit message. Then, the
user can reuse the same query k times for retrieving a (klog m)-bit message
for arbitrary natural number k. Thus, the upload (query) cost can be made
negligible by increasing the message size arbitrarily large for the fixed query.

Furthermore, to characterize the asymptotic communication limit of PIR,
Sun and Jafar |26] defined the PIR rate of a protocol as the ratio of the size
of one message to the number of total downloaded bits and the PIR capacity
as the supremum of the PIR rate for fixed numbers of servers and messages.
They derived the PIR capacity for n servers and f messages as

1—1/n
iy

which is greater than the PIR rate 1/f of the trivial solution of downloading

(1.1)

all messages. The PIR capacity approaches 1 as the number of servers n goes



Chapter 1. Introduction

to infinity. The paper [27] proposed a capacity-achieving PIR protocol with
the minimum upload cost and message size in a class of PIR protocols.

PIR capacities have also been derived in many other settings [28—40].
The symmetric PIR capacity is 1 — n~! [28], the t-private PIR capacity is
(1—t/n)/(1—(t/n)) [29], and the symmetric t-private PIR capacity is 1 —t/n
[30]. The papers [31-37] have considered PIR with coded databases, where
each server contains coded symbols of the messages instead of a copy of
all messages. When the messages are coded by an (n, k) Maximum Distance
Separable (MDS) code, the PIR capacity is (1—k/n)/(1—(k/n)") [31]. Multi-
round PIR has also been studied in [38] and the capacity was proved to be
the same as the PIR capacity derived in [26].

1.3 Quantum private information retrieval

There has been growing interest in quantum information theory as a mean to
overcome the limitations of existing communication technologies. Above all,
there has been a great deal of interest in enhancing security such as quantum
key distribution [41, 42|, quantum zero-knowledge proof [43], quantum fin-
gerprinting [44], quantum secret sharing [45], quantum bit commitment [46].

As one direction of quantum secure protocols, Quantum PIR (QPIR) has
been studied [47-55]. The papers [47-54] have considered the case where
two-way quantum communication is allowed, i.e., the queries and the an-
swers are quantum information. Let s be the number of bits in the database,
i.e., the total size of all messages. When the server does not deviate from the
protocol, Le Gall [48] proposed a one-server QPIR protocol whose commu-
nication complexity is O(4/s), and Kerenidis et al. [49] improved this result
to O(polylogs). However, Baumeler and Broadbent [50] showed that for a
stronger adversarial model, called specious server model, the trivial solution
of downloading all messages is again optimal for one-server QPIR. To be
specific, in the specious server model, the server can perform any malicious
operations as far as they are not noticed by users, and they showed that the
communication complexity is at least O(s) in this model. For multi-server
QPIR, Kerenidis and de Wolf [51]| proposed a two-server QPIR protocol with
communication complexity O(s*1°), and they [52] proved that quantum sym-
metric QPIR can be constructed without shared randomness among servers.

The key resource to make the advantages of quantum communication

10
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is quantum entanglement. The quantum enhancements in one-server QPIR
[48,49] and multi-server symmetric QPIR [52] are achieved by generating and
using entanglement between the user and the servers. For better advantages,
the papers [49, 53] considered one-server QPIR with prior entanglement be-
tween the user and the server. With the prior entanglement, Kerenidis et
al. [49] constructed a QPIR protocol for honest server with communication
complexity O(logs), and Aharonov et al. [53] proved that the trivial solution
is also optimal for the specious adversary.

1.4 Contributions and organization

The main contribution of the thesis is to give an information-theoretic ap-
proach to QPIR for the first time. This thesis considers the QPIR problem in
the communication model in which the queries are classical, the answers are
quantum, and the prior quantum entanglement is shared among the servers.
On this communication model, this thesis derives various QPIR capacities
and construct capacity-achieving QPIR protocols. In Chapter 3, we derive
that the symmetric and non-symmetric one-round QPIR capacities are 1 and
construct a capacity-achieving symmetric QPIR protocol with two servers.
In Chapter 4, we prove that the symmetric and non-symmetric multi-round
QPIR capacities are also 1, which implies that the multi-round communica-
tion does not help QPIR. In Chapter 5, we extend the result of Chapter 3
to the t-private QPIR capacities. We prove that the symmetric and non-
symmetric t-private QPIR capacities are 1 if less than half of the servers
collude and 2(n—t)/n if more than half collude. We also construct a capacity-
achieving symmetric t-private QPIR protocol by stabilizer formalism, which
requires multipartite entanglement as prior entanglement. In Chapter 6, we
construct another capacity-achieving symmetric (n — 1)-private QPIR proto-
col only with bipartite entanglement.

Table 1.1 summarizes and compares the derived QPIR capacities with
classical counterparts. As in Table 1.1, the derived QPIR capacities are
greater than the PIR capacities. Furthermore, the QPIR protocols proposed
in this thesis also have advantages over the classical PIR protocols, which
will be explained in each chapter.

Throughout this thesis, the communication model of QPIR is classical
queries, the quantum answers, and the prior quantum entanglement among

11
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the servers. Our model has an advantage over to that of the previous QPIR
studies, which considered two-way quantum communication. Our model as-
sumes weaker conditions since if the quantum upload is allowed, the user can
upload an entangled state to all servers. In our model, the user only needs to
have the measurement apparatus but does not need to create and manipulate
the quantum states.

This thesis also discusses the strong converse bounds for the first time in
the PIR studies. The proofs of both classical and quantum PIR capacities
consist of the achievability proof, which gives the existence of a capacity-
achieving protocol, and the converse bound, which gives a tight upper bound
of the PIR rate. In existing classical PIR studies, the converse bounds have
been proved for the case where the error probability approaches zero. The
converse bounds of this type are called weak converse bounds. However, the
weak converse bounds do not preclude the trade-off between the capacity and
the error probability, i.e., the capacity may increase if we allow some level
of errors. Thus, only with the weak converse bound, it is an open problem
if there is such trade-off. The strong converse bound proves that there is
no such trade-off between the capacity and the error. To be precise, the
strong converse bound is the tight upper bound of the rate when any error
probability less than 1 is allowed. This thesis gives the first approach to the
strong converse bounds on PIR.

The remainder of the thesis is organized as follows. Chapter 2 is the
preliminary chapter. Chapter 2 introduces the mathematical framework of
quantum information theory, the quantum information measures, and the
stabilizer formalism.

In Chapter 3, as quantum extensions of the classical PIR capacities |26,
28], we show that the symmetric and non-symmetric capacities of QPIR are
1. For the achievability of the capacity, we propose a rate-one QPIR protocol
with perfect security and finite upload cost. As the converse part, we show
the strong converse bound that the rate of any QPIR protocol is less than 1
even with no secrecy, no upload constraint, and any error probability.

In Chapter 4, we show that the capacities of symmetric and non-symmetric
multi-round QPIR are 1. Since the rate-one protocol in Chapter 3 achieves
the multi-round QPIR capacity, Chapter 4 only proves the weak converse
bound on the multi-round QPIR capacity, i.e., the upper bound when the
error probability is asymptotically zero.

12
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Table 1.1: Capacities of classical and quantum PIRs

Classical PIR

Quantum PIR Capacity

1—(t/n)f

Symmetric
t-private PIR

t
1—=1[30] T
~ [30]

Capacity
1—n!
PI 2
R 1—n-f 26] 11
1 [Chapter 3|
Symmetric PIR 1— = [28] T
n
Multi-round 1—nt
[38]

PIR 1—n-f 1
Symmetric [Chapter 4]
multi-round -

PIR

1—t
t-Private PIR Lot/ o)

mm{l,M} 1

[Chapter 5|

* n,f > 2: the numbers of servers and messages, respectively.

1 Shared randomness among servers is necessary.

1 Capacities are derived with the strong converse bounds.

In Chapter 5, we derive the symmetric and non-symmetric t-private QPIR
capacities for any t less than the number of servers n. As a main result, we
prove that the t-private QPIR capacity is min{1,2(n —t)/n} for 1 <t < n.
Especially, when at most half of the servers collude, i.e., 1 <t < n/2, the
capacity is 1 even if we require the strongest security condition in which
the protocol has zero-error, perfect user t-secrecy, and perfect server secrecy.
For the proof, we construct the capacity-achieving protocol by the stabilizer
formalism and present the converse bounds for 1 <t <n/2and n/2 <t <n,

respectively.

13
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In Chapter 6, we propose a symmetric (n— 1)-private QPIR protocol with
bipartite entangled states. Whereas the protocol of Chapter 5 requires mul-
tipartite entanglement among all servers as prior entanglement, this protocol
only requires multiple copies of bipartite entangled states instead of a large

entangled state.
Chapter 7 summarizes the results of this thesis and discusses open prob-

lems.

14



Chapter 2

Preliminaries

2.1 Mathematical framework of quantum in-

formation theory

In this section, we introduce the mathematical framework of quantum infor-
mation theory from the four postulate of quantum systems, quantum states,
quantum operation, and measurement. Most of the contents in this section
have appeared in my master thesis [4] and more detailed introduction in-
cluding the physical motivations of the postulates can be found in [65], [66],
and [67].

2.1.1 Quantum system and quantum state

A quantum system is described by a Hilbert space H, which is a complex
vector space with standard inner product (-, -) : HxH — C. Throughout this
thesis, we only consider the quantum systems as finite-dimensional Hilbert
spaces H which is isomorphic to C? for some positive integer d.

Postulate 1 (Quantum system). Any quantum system is described by a
finite-dimensional Hilbert space.

We use the bra-ket notation to describe vectors in H and vectors in the
dual space H*. From one-to-one correspondence between H and H*, for any
vector |z) := (x1,...,14)" in H, there is a unique vector (x| € H* defined by

d
(zly) = Zfiyz‘ Vy e H.

i=1

15
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For a square matrix X on H, the Hermitian transpose is denoted by
X* = XT. A matrix X on H is called a Hermitian matriz if X = X*. A
Hermitian matrix X is called positive definite if

(x| X|z) >0 for any |z) € H,

and it is denoted by X > 0. Similarly, a Hermitian matrix X is called positive
semidefinite if

(x| X|z) >0 for any |z) € H,

and it is denoted by X > 0.
Quantum states are defined by density matrices.

Definition 2.1 (Density matrix on H). A square matriz p on H is called a
density matriz on H if

Trp=1 and p>0.

Postulate 2 (Quantum state). Any state of a quantum system H is described
by a density matriz on H.

A quantum state is called pure state if its rank is 1 and a state which
is not pure is called a mized state. We sometimes treat a pure state as a
unit vector since rank-one density matrices p = [¢)(¢)| on H has a one-to-
one correspondence with unit vectors |¢)) in H. Since a quantum state is a
Hermitian matrix, it can be diagonalized and therefore, any mixed state can
be represented by a probabilistic mixture of pure states. We denote by S(H)
the set of states on a quantum system H and by M(H) the set of square
matrices on H. Since S(H) is a convex set, pure states are the extreme points

of S(H).

2.1.2 Composite system and state

Consider the case where we treat multiple quantum systems simultaneously.
A composite system is given as a tensor product of the quantum systems,
e.g., the composite system of H 4 and Hp is given as Hy ® Hp.
Throughout this thesis, we use single lettered subscripts to differentiate
quantum systems, e.g. Ha, Hp,... and multi-lettered subscript to denote

16
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composite systems, e.g. Hap = Ha®Hp. Furthermore, we use the notation
T4, 2p) = |T4) ® |TB) € Ha ® Hp.

States on a composite system are defined in the same way as states on
a single system. Note that the states are not necessarily the tensor product
of those in each subsystems. When a state is written as tensor products
of states on subsystems, it is called seperable states, i.e., a state p is called
separable if

P:ZPin4®PiB= Zpi:L pi =1,

where pY and pl are states on H4 and Hp, respectively. States which are
not seperable are called entangled states.

For any state p in Hap, the states ps = Trp p and pg := Tr, p are called
reduced states, where the partial trace Trp (Tr4) is defined as follows.

Definition 2.2 (Partial trace). Let {|eP)} be a basis of the system Hp. For
any X € M(Hap),

TrX = Z(I® (e’ X (I @lef’)),

or alternatively, Trg : Hap — Ha s a linear operator such that
']i;rX RY =XTrY, VXeM(Ha), Y € M(Hp).
Given any p € S(Ha), a state p € S(Har) is called an extension of p if
Trp = p.
[rp=p
Especially, if an extension p of p is a pure state, the state p is called a
purification of p.
The completely mized state and maximally entangled states are commonly

used states in quantum information theory. The completely mixed state of a
d-dimensional space H is defined by

1
Pmix — 31 S S(H)

Let H4 and Hp are d-dimensional quantum systems. Pure states on H4QHp
are called maximally entangled states if the reduced states on H4 and Hp
are the completely mixed states. The completely mixed states are written as

d

1
g —lei, fi) € Ha ® Hp,
Z':1\/E| f> A B
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where {le;) | ¢ = 1,...,d} and {|f;) | ¢ = 1,...,d} are bases of H4 and
‘H g, respectively. The maximally entangled state is a purification of py,;, and
conversely, the completely mixed state ppi, is the reduced state of maximally
entangled states.

2.1.3 Quantum operation

Quantum operations describe dynamics of quantum systems. In this sub-
section, we will define quantum operations by completely positive and trace-
preserving maps based on natural conditions that quantum operations should
satisfy.

In the following, we consider quantum operations as maps  from S(H4)
to S(Hp) and characterize three natural conditions that s should satisfy.
First, we consider the condition of affinity and linearity. A map f is called
an affine map if

flpr1 + (1 = p)az) = pf(x1) + (1 —p)f(x2), pe€l0,1]

Since a mixed state is a probabilistic mixture of other states, it is natural
that a quantum operation acts in the same way on the states composing
the mixed state. That is, when p; and p, are states on H 4, the quantum
operation x should satisfy the following condition of affine maps:

k(pp1+ (L= p)p2) = pr(pr) + (1 = p)r(p2), p€[0,1].
Condition 1 Quantum operations are affine maps.
We further assume a similar but stronger condition, linearity.
Condition 1’ Quantum operations are linear maps.

Next, we consider the condition of positivity. A positive map is a map that
maps a positive semidefinite matrix to a positive semidefinite matrix. Since
quantum states are positive semidefinite matrices, the quantum operations
should be positive maps.

Condition 2 Quantum operations are positive maps.

Let tcn be the identity operation on S(C™). We can consider £ ® icn as a
quantum operation from S(H4 ® C") to S(Hp ® C") and k ® tc» should be
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positive from Condition 2. When k ® tcn is a positive map, the operation s
is called n-positive map. When « is n-positive for any dimension n, the oper-
ation k is called a completely positive map. Therefore, quantum operations
should be completely positive maps.

Condition 2’ Quantum operations are completely positive maps.

The last condition is the trace-preserving property. The resultant state
k(p) should be traced to 1 since it is a density matrix.

Condition 3 Quantum operations are trace-preserving maps.

To summarize, quantum operations should satisfy the above Conditions 1’,
27, 3. The maps satisfying these three conditions are called Completely Posi-
tiwe and Trace-Preserving (CPTP) maps. Quantum information theory pos-
tulates that the set of CPTP maps is the same as the set of quantum opera-
tions.

Postulate 3. Any quantum operations are described by CPTP maps.

An example of quantum operations is ky (p) := UpU* for a unitary matrix
U. By the operation ry, a pure state |¢)) is mapped to the pure state U|v).
The CPTP maps are characterized by the following theorem.

Theorem 2.1 (Equivalent conditions of CPTP maps). For amap k : S(Ha) —
S(Hp), the following conditions are equivalent. The dimensions of Ha and
‘Hp are denoted by dy and dpg, respectively.

1. Kk 1s a CPTP map.
2. K is a trace-preserving and (min{dy, dg})-positive map.

3. (Stinespring representation) Let Hp be a dg-dimensional quantum sys-
tem. There exist a pure state py € Hpo and a unitary matriz U on
Ha® Hp @ He such that

k(p) =TeU(p @ po)U™.

4. (Choi-Kraus representation) There exists a set {F;}94%7 of linear maps
from Ha to Hp satisfying Y, F,F} = 14 such that

k(o) = 3 Fipk;.
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The Stinespring representation implies that quantum operations are the
same as applying a unitary operation and reducing to the subsystem.

2.1.4 Measurement

Measurement on a quantum system is an essential tool to extract information
from the quantum state. If a measurement is performed on a system, the
measurement outcome is obtained probabilistically and it also disturbs the
state of the system. Therefore, to model a measurement, it needs to describe
both of probabilistic behavior of outcomes and change of states.

Given a set €2 of measurement outcomes, we describe a measurement by
a set of maps kg = {k, | w € Q} such that the probability to obtain w € Q
is Tr k,,(p) and the resultant state is

1
Tr 10 (p) Ku(p)-

Similar to the conditions for quantum operations, the maps {x, | w € Q}
should satisfy the following conditions.

Condition 1 k,, are linear maps.
Condition 2 &, are completely positive (CP) maps.
Condition 3 ) _,Trk,(p) = 1.

The set of maps k., that satisfies the Conditions 1, 2, 3 are called an
mnstrument.

Definition 2.3 (Instrument k). A set kg = {ky, | w € Q} of linear CP
maps is called an instrument if Y K, is a CPTP map.

The last postulate of quantum information theory is given as follows.

Postulate 4 (Measurement). Any measurement is described by an instru-
ment kg = {k, | w € Q}. When a measurement kq is performed, the prob-
ability to obtain w € Q is Tr k,(p) and when the outcome is w, the resultant

state is (1/ Tr k,(p))Kw(p)-

When we are only interested in the outcome of the measurement, we
consider the measurement as a Positive Operator-Valued Measure (POVM).
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Definition 2.4 (Positive operator-valued measure (POVM) Mg,). A set of
matrices Mg = {M,, € M(H) | w € Q} is called a POVM on the quantum
system H if

ZMw:IH and M, >0 for any w € (L.

Given a state p and a POVM Mg = {M,, | w € 2} on H, the probability
for obtaining w is Tr pM,,. When all POVM elements are orthogonal projec-
tions, i.e., M2 = M, and M = M,,, the POVM is called a Projection-Valued
Measure (PVM). We sometimes regard an orthonormal basis {|e;)} of H as a
PVM since it has a one-to-one correspondence with the PVM {|e;) (e;|}. We
call the PVM of a basis the basis measurement.

For more details of measurement processes and state reduction, we refer

to [68-70).

2.1.5 Classical resources in quantum information theory

Given a fixed basis of a quantum system, we call a quantum state classical if
it is diagonal with respect to the basis. A discrete random variable X with

values X and a distribution px are described by a classical state

> px(a)la)(zl. (2.1)

rzeX

Sampling of X corresponds to the basis measurement of {|z) | x € X'}. For
a function f, the random variable f(X) is described by

S pxa) D= 3 pioo)lsil, (2.2)

xeX yef(X)

where prx)(y) = >_,. @)=y Px(2). The change of random variable X
f(X) can be described by the following CPTP map which maps (2.1) to (2.2):
Stinespring representation with py = [f(z0))(f(zo)| and U = > [7)(z| ®
lg(z,y))(y| for some zy € X and some function g such that g(z, f(x¢)) = f(x)

and f(X) = {g(z,y) |y € f(X)} for any z.
When a quantum state py € S(H) is prepared depending on the random

variable X, the state on the composite system of H and X is described by

PHX = ZPX T)pr ® |z)(z]. (2.3)
zeX
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The state (2.3) is often called a Classical-Quantum (CQ) state. The reduced
state on H is the averaged state ) _, px(7)p, and the reduced state on X
s (2.1). Thus, the probability to sample X = z is px(x) and the resultant
state after sampling of X =z is p,.

2.2 Information measures and inequalities

In this section, we introduce quantum information measures and inequalities.
We will use these measures and inequalities in the later chapters for the
evaluation of the security for QPIR protocols and the converse proofs of
QPIR capacities.

2.2.1 Classical information measures and inequalities
Entropic measures

Let X be a discrete random variable with values in X and the distribution
P = {ps}zex. The Shannon entropy is defined as

H(X)=H(p) == p:logps. (2.4)

reX

When p is a two-valued distribution {p;, 1 —p1}, H(p) is characterized by p;
and thus we define the binary entropy function as

ha(p1) = H(p) = —pilogpi — (1 — p1) log(1 — p1). (2.5)
For random variables X and Y, the conditional entropy is defined as
H(X|Y)=H(XY)—-H() (2.6)
and the mutual information is defined as
I(X;Y)=H(X)—- HXI|Y) (2.7)

For random variables X, Y with possible values in {0,...,n — 1}, the Fano’s

inequality is given as [56]
H(X|Y) <elog(n —1) + ha(e), (2.8)
where ¢ := Pr[X #Y].
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Distance measures

Given two probability distributions p = {p, }zex and ¢ = {¢; }zex, the vari-
ational distance is defined as

TEX
and the relative entropy is defined as

(2.10)

DOllg) = > wex Pa(logp, —logq,) if supp(p) C supp(q)
00 otherwise,

where supp(p) = {z € X | p, # 0}. The variational distance is a metric on
the set of quantum states but the relative entropy does not satisfy the axioms
of a metric because D(p||q) # D(q||p), in general. However, the variational
distance and the relative entropy are related by the Pinsker’s inequality |57]

2d*(p, q) < D(p||q). (2.11)

With the relative entropy, the mutual information is written as

I(X;Y) = D(pxypx X py). (2.12)

2.2.2 Quantum information measures and inequalities
Quantum entropic measures

Any quantum state p is diagonalized as p = >, p;|i)(i| for a probability
distribution {p;};. For a state p = ) . p;|9)(i|, the von Neumann entropy is
defined by

H(p) =Trplogp = H({p:}), (2.13)

where H(-) in the last term denotes is the Shannon entropy defined in (2.4).
For any state p € S(A ® B), we use the notation

H(A), = H(TBr p), H(B), = H(TE\r p),
H(AB), = H(p).
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For any state p € S(A ® B ® C), the quantum conditional entropy, quantum
mutual information, and quantum conditional mutual information are defined

H(A|B), = H(AB), — H(B),, (2.14)
I(A;B), = H(A), + H(B), — H(AB),, (2.15)
I(A;B|C), = I(A; BC), — I(

A:C),. (2.16)
H

If there is no confusion, we denote H(:), (Vpax A 1(+)py = 1(*) pyx

for classical-quantum states defined in (2.3).

Distance measures

The trace distance of p and o on H is defined as
1
d(p,o) = §Tr|p—a| (2.17)

and the quantum relative entropy is defined as

Dollo) = {Tr p(log p —logo) if supp(p) C supp(o), (2.15)

%) otherwise,

where supp(p) = {|z) € H | p|x) # 0}. Similar to the classical case, the trace
distance is a metric on the set of quantum states but the quantum relative
entropy does not satisfy the axioms of a metric. Moreover, the quantum
Pinsker inequality [65, Eq. (3.53)] relates the trace distance and the quantum
relative entropy as

2d*(p, o) < D(p|l). (2.19)

With the quantum relative entropy, the quantum mutual information is writ-

ten as

I(A; B), = D(pllpa® ps), (2.20)

where p4 and pg are reduced states of p on A and B, respectively.
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Quantum relative Rényi entropy and data-processing inequalities

For s € (—1,0) U (0,00), the quantum relative Rényi entropy [60] is defined
as

S

Llog Trp' ™o~ if supp(p) C supp(o) or s € (—1,0),

D1ys(pllo) = .
o0 otherwise.
By limiting s to 0, we obtain the quantum relative entropy as

: d S —S
lim Dyy.(pllo) = —log Tr p"*0 ™. = D(pl|o) (2.21)
s S

Thus, we consider the quantum relative entropy as the quantum relative
Rényi entropy for s = 1.

The quantum relative Rényi entropy satisfies the data-processing inequal-
ity with respect to CPTP maps « |65, Eq. (5.56)] and measurements M |65,
Eq. (3.23)]:

Diys(pllo) = Diys(k(p)lls(o)) — for s € [=1,1], (2.22)
Diys(pllo) = Diss(P | P for s > —1, (2.23)

where P/jw and P/j\/‘ are probability distributions after the measurement M =
{M;}; on p and o, respectively, i.e.,

PM = (TrpM;) - |i)(il, BM = (TroM;)- i),
When the state on A® B is p45, a measurement is performed on the system

B, and the measurement outcome is described by the random variable X, we
have

I(A; B)p s = T(A; X) pux (2.24)

from (2.20) and (2.23).

Fannes-type inequalities

Fannes-type inequalities evaluate the difference of the entropy, the condi-
tional entropy, and the mutual information by the trace distance. Let

1/e ifl/e <,
no(z) = / _ / (2.25)
—zlogx if0<z<1/e,
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and ¢ := 2d(p,0). When p and o are the states on d-dimensional space A,
the Fannes inequality [58] is

|H(A), — H(A),| < elogd+ no(e). (2.26)
When p and o are the states on A ® B, the Alicki-Fannes inequality [59] is
|H(A|B), — H(A|B),| < 4elogd + 2hs(e). (2.27)

Combining (2.26) and (2.27), we have |65, Eq. (5.105)]

[1(A; B), = I(A; B)o| < [H(p) — H(o)| + |H(A|B), — H(A[B)s| (2.28)
< belogd+ no(e) + 2ha(e). (2.29)

2.3 Notation

For any set 7', we denote by |T| the cardinality of the set 7. For any quantum
system H, dimH denotes the dimension of H. The matrix I,, denotes the
n x n identity matrix and I denotes the identity matrix on H. Prx[f(X)]
is the probability that X satisfies the condition f(X). The set of integers is
denoted by Z and Z, = Z/dZ for any integer d.
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Capacity of Quantum Private
Information Retrieval

This chapter investigates the fundamental communication limit of symmetric
and non-symmetric multi-server QPIR and constructed an optimal protocol
achieving the communication limit. We considered the communication model
in which the user sends classical query and the servers return quantum an-
swers but the servers share prior entanglement before the protocol starts.
The communication efficiency of a QPIR protocol is evaluated by the QPIR
rate defined as the ratio of the size of one message to the total dimension of
the downloaded quantum systems. Higher QPIR rate implies higher commu-
nication efficiency and an upper bound of QPIR rates is 1 from definition.
The maximum of QPIR rates, called the QPIR capacity, characterizes the op-
timal communication efficiency of QPIR. In this chapter, we prove that the
symmetric and non-symmetric QPIR capacities are 1. Capacity 1 implies
that symmetric QPIR can be achieved with the same efficiency as retrieval
without secrecy.

To be precise, we evaluate the security of a QPIR protocol with three
parameters: the retrieval error probability, the user secrecy in which the
identity of the queried message is unknown to any individual server, and the
server secrecy in which the user obtains no more information than the tar-
geted message. The main theorem of this chapter is that the QPIR capacity
is 1 regardless of whether it is of exact /asymptotic security and with /without
the restriction that the upload cost is negligible to the download cost. For
the achievability of the capacity, we propose a rate-one QPIR protocol with
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Table 3.1: Comparison of protocols in Chapter 3 and [27]

QPIR protocol PIR protocol [27]
Server secrecy Yes No
1—n!
C it 1
apacity T
Condition for
. n>2 n — 0o
capacity 1
Upload cost 2f bits n(f — 1) log n bits
Possible message
2} e
(), (e,

x Server secrecy is the property that the user obtains no information other than

the targeted message.
1 n, f: the numbers of servers and messages, respectively.

1 Upload cost is the total bits which are sent to the servers.

perfect security and finite upload cost. The proposed QPIR protocol can be
considered as a quantum version of Protocol 1.1. For the converse bound, we
give the strong converse bound, which proves that the rate 1 is optimal even
if any error probability is allowed and no security is guaranteed.

The capacity-achieving protocol has several remarkable advantages com-
pared to the classical PIR protocol in [27] whose upload cost and message
size are minimized (see Table 3.1). First, our protocol is a symmetric QPIR
protocol, i.e., the user obtains no information from messages other than the
retrieved one. This contrasts with the protocol in [27] that retrieves some
information of the other messages. Second, our protocol keeps the secrecy
against the malicious user and servers. That is, the user cannot obtain more
information than the targeted message even if the user sends malicious queries
to the servers, and the servers cannot obtain the identity of the user’s tar-
geted message even if the servers return malicious answers. Third, the rate
1 of our protocol is greater than the rate (1 —n=%)/(1 —n~) of the protocol
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in [27|. Fourth, our protocol achieves the capacity with only two servers.
That is, in the sense of the QPIR capacity, there is no benefit to using more
than two servers. On the other hand, in the protocol in [27], the capacity
is strictly increasing in the number of servers and strictly decreasing in the
number of messages, and an infinite number of servers are needed to achieve
the capacity 1. Fifth, our protocol needs the upload of 2f bits whereas the
protocol in [27] needs (n(f — 1)logn)-bit upload. Last, our protocol exists
if the message size m is the square of any integer, but the protocol in [27]
requires the message size m to be the (n — 1)-th power of any integer.

The converse proofs of the QPIR capacities are much simpler than those of
the PIR capacities [26,28]. Whereas the papers |26, 28] used several entropy
inequalities based on the assumptions on the PIR problem, our converse
bounds are concisely derived without using any secrecy conditions but by
focusing on the download step of QPIR protocol.

The remaining of this chapter is organized as follows. Section 3.1 presents
the formal definition of the QPIR protocol and capacity and proposes the
QPIR capacity theorem. Section 3.2 constructs the rate-one QPIR protocol
and analyzes the security of our protocol against the malicious user and
servers. Section 3.3 proves the converse bound.

3.1 QPIR protocol and capacity theorem

In this section, we formally define the QPIR protocol and its capacity and
presents the capacity theorem.

3.1.1 Formal definition of QPIR protocol

In this thesis, we consider QPIR with multiple servers described as follows
(Figure 3.1). Let n,f,m be integers greater than 1. The participants of
the protocol are one user and n servers. The servers do not communicate
with each other and each server contains the whole set of uniformly and
independently distributed f messages M = (M, ..., M) € {1,...,m}f. Let

.., Al be d-dimensional Hilbert spaces. The state of 4] ® --- ® A/ is
initialized as pprev, and is distributed such that the j-th server serv; contains
A’. The user chooses the index of the targeted message K to retrieve the
K-th message Mg, where the distribution of K is uniform and independent
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Target Index: K € {1,...,f}

PMQ

_ N ’ / -
T~ All \\Az An//,f

Prior Entanglement ppyey

Figure 3.1: Quantum private information retrieval protocol with multiple
servers. The composite system of the servers is initialized to an entangled
state ppery-

of the message My, ..., M;.
To retrieve the K-th message M, the user chooses a random variable
Ryser in & set Ryser and encodes the queries for retrieving My by user encoder

Encyger:

Encuser(Ka Ruser) = Q - (Ql" .- 7Qn) S Ql XX Qm

where Q; is the set of query symbols to the j-th server for any j € {1,...,n}.
The n queries )q,...,Q, are sent to the servers servy,...,serv,, respec-
tively. Let A4, ..., A, be d-dimensional Hilbert spaces and A = 4, ®---®A,.
After receiving the j-th query @);, each server serv; applies a CPTP map A;
from A’ to A; depending on Q;, My, ..., M; and sends the quantum system
A; to the user. With the server encoder Enceerv;, the map A; is written as

A] = Encseer (Q]J M17 I 7Mf)7
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and the received state of the user is written as
prio =M ® - @ An(pprev) € s(@ Aj>. (3.1)
j=1

the user decodes the received state by a decoder, which is given as a POVM
Dec(K,Q) = {Yro(w) | w € {1,....,m}} on A; ® --- ® A, dependently
of the variables K and (). The protocol outputs the measurement outcome
We{l,...,m}

Given the numbers of servers n and messages f, the above QPIR protocol
of message size m is described by the four-tuple

lIJEQWIQIR = (ppreva Encuser, Encserw Dec)

of the prior entanglement, user encoder, server encoder, and decoder, where
Encserv = (Encservla sy Encservn)-

3.1.2 Security measures

For any 7 € {1,...,n}, we denote uset(\IJg;,)IR) and sett)j(\IfQPIR) by the
information of the user and the server serv; at the end of the protocol \I/EQP)IR,
respectively. The security of a QPIR protocol \I/g;))m is evaluated by the error

probability, the server secrecy, and the user secrecy, which are defined as

Porn(Wipin) =  Pr W Mig], (3.2)
Sserv (TR = I(M; user(TER )| K), (3.3)
Suser(‘I’g;D)IR) = ]er{riax }[(K 5“03(\1]&313)11%))7 (3.4)
where M§ = (My,..., Myg_y, Mycs1, ..., My). If Ser(U5pi) = 0, the non-

targeted messages M7 are independent of the user information. Similarly, if
Suser(\lfg},)m) = 0, the index of the targeted message K is independent of any
individual server’s information.

Remark 3.1. We evaluate the error of a protocol by the error probability
Pcrr(‘;[j((QPIR) This is because the messages M and the index of the targeted
message K are randomly chosen, and even if M and K are fixed, the protocol
is defined in Section 3.1.1 outputs the outcome W probabilistically. Notice
that even if M and K are fixed, the queries () are randomly chosen and
the decoder Dec(K, Q) is a quantum measurement, which gives the output
randomly.
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3.1.3 Costs and QPIR rate

We define the upload cost, the download cost, and the QPIR rate of a protocol
\IJQPIR by

TR Zlog 19,1, (3.5)
D(TSPR) - Zlog dim A;, (3.6)
j=1
m logm
R(UGR) = —— . (3.7)
D(¥qpir)
The upload cost, the download cost, and the QPIR rate defined respectively
as the size of the whole query set Q; x --- x Q,, the total dimension of

the downloaded quantum systems A; ® --- ® A,, and the ratio of the size
of the retrieved message Mg over the download cost. When the base of
the logarithm is two, the QPIR rate means the number of retrieved bits per
download of one qubit (i.e., a 2-dimensional Hilbert space) and it evaluates
the communication efficiency of the protocol. From definition, the QPIR rate
R(\IJS}BIR) is upper bounded by 1. Since the QPIR rate of the trivial solution
is 1/f, QPIR protocols are expected to have QPIR rates greater than 1/f.

3.1.4 QPIR capacity

The QPIR capacity is the optimal QPIR rate when the numbers of servers
and messages are fixed. We define the QPIR capacity with constraints on
the security measures and upload cost. The asymptotic security-constrained
capacity and the exact security-constrained capacity are defined with o €
[0,1) and 53,7, 68 € [0, 00] by

CB10 . — sup lim inf R(W¥
ymp (3.8) o0 QPIR)

B0 . sup lim inf R(\I’QPIR)

exact i

where the supremum is taken for sequences {m,}32; such that lim,_,., m, = 0o
and for sequences {\PQPIR} 22, of QPIR protocols to satisfy either (3.8) or (3.9)
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given by
i P (E3h) < 2, i sup S (W500) < 5,
f—00 {—00
U \I](mé) (38)
lim sup Suser(\p((gnlgl)R) < 7 lim sup % < ’
l—00 £—o0 D(\IJQWIKZIR>
and

Perr(\ljggl) ) < a, Sserv(lpggl)R) < 67

U \Ij(mé) 3.9
Suser (Vi) < 7, lim sup% <. 39
t=oo D(Veppin)
The parameters «, 3,7, 6 are the upper bounds of the error probability,

server secrecy, user secrecy, and upload cost, respectively. The two capacities
ot CP1% are defined as the supremum of QPIR rates for all QPIR pro-
tocols satisfying the upper bounds asymptotically and exactly, respectively.
Since any protocols satisfying the upper bounds «, 3, v, 6 exactly also satisfy
the bounds asymptotically, for any a € [0,1) and 53,~,60 € [0, 0], we have
the inequality

Come’ < COl? < Colmd < Caroosoe, (3.10)

exact exact asymp asymp

By the definition with these four parameters «, f3,7,6, we consider both
symmetric and non-symmetric QPIR capacities at the same time. If (a,7) =
(0,0), the capacities COB08 and C0P00 are the QPIR capacities with perfect

exact asymp
0,0,0,6
C iy and 00’0’0’9

security and if (o, 8,7) = (0,0,0), the capacities Cq . adym, are the

symmetric QPIR capacities with perfect security.

3.1.5 Capacity theorem

The main theorem of this chapter is given as follows.

Theorem 3.1 (QPIR capacity). The capacity of the quantum private infor-
mation retrieval for f > 2 messages and n > 2 servers is

By _ caBd —
)

exact asymp

for any a € [0,1) and 5,7,6 € [0, o<].
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0,0,0,0
077

Proof. In Section 3.2, we will prove Cg,, ¢~ > 1 by constructing a rate-one

symmetric QPIR protocol. On the other hand, /095> < 1 for any « €

asymp
[0,1) is trivial upper bound but we give a formal proof of this bound in
Section 3.3. Then, the inequality (3.10) implies the theorem. O

Note that the capacity does not depend on the number of messages f and
the number of servers n. This contrasts with the classical PIR capacity [26],
which is strictly decreasing for f and strictly increasing for n. Moreover,
the capacity does not depend on the security constraints, i.e., there is no
trade-off between the capacity and the constraints «, 3,7,6. Furthermore,
the theorem implies that the symmetric QPIR capacity is 1.

Remark 3.2. In our QPIR model, we assumed that the messages My, ..., M
are uniformly at random. However, the assumption is necessary only for
proving the converse bounds. Without the assumption, our QPIR protocol
has no error and achieves perfect server and user secrecies.

Remark 3.3. We also assumed that the systems Aj,..., Al are same di-

mensional and the same for A, ..., A,. Indeed, we can prove Theorem 3.1
without this assumption. However, we give this assumption for simplicity
and since it is necessary for the converse proof of t-private QPIR capacity
(Chapter 5), which uses the same formal definition of the protocol.

3.2 Construction of QPIR protocol

In this section, we construct a rate-one two-server QPIR protocol with per-
fect security and negligible upload cost. Our protocol is constructed if the
message size m is the square of an arbitrary integer ¢. Then, by taking
m, = (2, the sequence {\Ifg;fI)R}g‘;l of our protocols achieves the rate 1 with
perfect security and negligible upload cost, which implies

Co000 > 1. (3.11)

exact

In the following, we give preliminaries on quantum operations and states in
Section 3.2.1 and construct the QPIR protocol in Section 3.2.2.
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3.2.1 Preliminaries for protocol construction

For an arbitrary integer ¢ > 2, let H be an /-dimensional Hilbert space
spanned by an orthonormal basis {|i) | i € Z,}. Define a maximally entangled
state |®) on H ® H by

~

-1

@) = i) © i)

Sl-

Il
=)

i

For a,b € Zy, the generalized Pauli operators on H are defined as
-1 -1
Xo=Y i+ 1)), Z=> wili)il, (3.12)
i=0 =0
where w = exp(2my/—1//), and the discrete Weyl operators are defined as
W(a,b) == XZ" = Z Wi + a) (3.13)

These operators satisty the relations

Z"X* = WXz’ (3.14)
W(ay, b1)W(ag, by) = w2W(ay + ay, by + by), (3.15)
W(a,b)* = w**W(—a, —b). (3.16)

We use the following double-ket notation [61]| for denoting pure states by
matrices: For any matrix 7" := Z” _o tijli)(j] on H,

T) = tyli)@|j) e HOH. (3.17)

With this notation, the maximally entangled state is written as

1
@) = W'I»'

Since T" = Z” o tijlg) (@], it holds |T) = (T @ I)|I) = (I ® TT)|I). More-
over, for any unitaries U,V on H, we have

(UW)|T) =|UTvV "), (3.18)
(UeU)|I)=|UU") = |I). (3.19)
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For the maximally entangled state |®) on H®H, the Pauli operation W(a, b)
on the first (second) quantum system H can be translated to the operation
W(—a, —b) on the second (first) quantum system # by

(I ®W(a,b)|®) = (W(a,b)" @ I)|®)
= ((W(a,b)* @ I)|®) = w™(W(—a, —b) @ I)|®). (3.20)

With the basis given in the following proposition, we construct the mea-
surement in our QPIR protocol.

Proposition 3.1. The set
MZ% ={(W(a,b) @ I)|P) | a,b € Z}
is an orthonormal basis of H ® H.

Proof. Since W(a,b) ® I is a unitary matrix for any a,b € Z, all elements in
Mzg are unit vectors. Then, it is sufficient to show that every different two
vectors in Mgz are mutually orthogonal: for any different (a,b), (c,d) € Zj,

(W(a,b) @ I)|®))"(W(c,d) ® I)|®) =0. (3.21)

Since W(a, b)*W(c,d) = w* @ W(c — a,d — b), the left-hand side of (3.21) is
written as

WD (W(e —a,d —b) @ I)|®).

Moreover, for any x, z € Z,, we have

~

-1

(@(W(z,2) @ I)|®) = % (tlW(z, 2)[i) (3.22)
o

= Ll (3.23)

= 0(2,2),(0,0) (3.24)

Thus, Eq. (3.21) holds for any (a,b) # (c¢,d), which implies the desired
statement. [
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3.2.2 Construction of QPIR protocol

In this section, we propose a rate-one two-server QPIR protocol with perfect
security and negligible upload cost. This protocol is constructed from the
idea of the classical two-server PIR protocol in [5, Section 3.1].

In this protocol, a user retrieves a message M from two servers serv; and
servy. Each server contains a copy of the messages Mj, ..., M; € {0,...,(*>—
1 =: my, — 1} for an arbitrary integer ¢. By identifying the set {0,...,¢* —1}
with Z2, the messages My, ..., M¢ are considered to be elements of ZZ. We
assume that serv; and serv, possess the /-dimensional quantum systems A,
and Aj, respectively, and the maximally entangled state |®) in A; ® Ay is
shared at the beginning of the protocol.

Protocol 3.1. The QPIR protocol for retrieving My is described as follows.

Step 1. [Preparation]| Depending on the index of the targeted message K,
the user chooses a subset Ryser of {1,...,f} uniformly. Let Q; =
Ryser and

Q= I\ {K} if K€,
. Q1 U{K} otherwise.

Step 2. [Query] The user sends the queries Q1 and Qs to servy, and servy,
respectively.

Step 3. [Download] serv, calculates Hy = Y ., M; € Zj and applies
W(H;) on the quantum system A,. Similarly, servy calculates Hy =

ZiEQQ M; and applies W(H3) to the quantum system A,. The state

on Ay @ As is (W(H;) @ W(H»))|P).

servy and servy send the quantum systems A; and Ay to the user,
respectively.

Step 4. [Retrieval] The user performs a POVM
Dec(K,Q) = {Ykg(a,b) | a,b € Zs}

on the received state pw,q, where each POVM element Yi o(a,b) for
the outcome (a,b) is defined by

Yio(a,b) = (W(a,b) ® I)|P)(P|(W(a,b)* ®I)
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if K € Q1, and
Yk.o(a,b) = (W(—a,—b) ® I)|P)(P|(W(—a,—b)* ®I)

otherwise. The user obtains the measurement outcome (a,b) as the
retrieval result.

Protocol 3.1 is analyzed as follows.

Error probability

The protocol has no error as follows. Note that H; = Hy + Mg if K € 4,
and H, = Hy — My otherwise. After Step 3, the state on A; ® A, is

W(H1) (9 W(H2)|CI>>

= WM © DW(H) o WD) (325
T (M) @ DT (3.26)

Vi
= WM (W(£Mg) ® I)|®),

where Hy = (am,,bm,) and Mg = (ay,, by, ) € Z2. The equality (3.25)
is derived from W(H;) = W(£My + Hy) = wTMx® W (£ M )W(H,) and
the equality (3.26) is from (3.19). Therefore, in Step 5, the measurement
outcome is My € Z7 with probability 1.

User secrecy and server secrecy

Perfect user secrecy follows from that of the protocol |5, Section 3.1]. Note
that even if the collection of ()7 and Q2 depends on K, each of ()1 and ()
is individually independent of the index K. Thus, perfect user secrecy is
obtained.

Perfect server secrecy is obtained because the received state of the user
is (W(£Mg) ® I)|®), which is independent of the messages except for M.

Costs and QPIR rate

The upload cost is U (\I/EQ"{D‘I)R) = 2flog2 since two subsets @; and @y of
{1,...,f} are uploaded and each subset of {1,...,f} is expressed by f bits.
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The download cost is D(\Ilg;fI)R) = logdim A; ® Ay = log /> = log m,. There-
fore, the rate is

log my

R(‘I]((in]:‘(I)R) = m = 17
DU

and U(\I/g;fI)R)/D(\I/g;fI)R) goes to zero as my — 00.

3.2.3 Security against malicious operations

In the previous subsection, we showed that the protocol in Section 3.2.2
has perfect security when the user and the servers follow the protocol. In
this subsection, we prove that the protocol in Section 3.2.2 also guarantees
the server and user secrecies even if the servers or the user apply malicious
operations. Namely, we consider two malicious models: the malicious server
model and the malicious user model.

The malicious server model considers the case where the servers apply
malicious operations to obtain the index of the targeted message K but the
user follows the protocol, i.e., the query generation and the recovery by the
user are the same as the protocol in Section 3.2.2. Our protocol is secure
against this model since each of (); and ()5 is individually independent of the
index K and the servers obtain no more information from the user except
for ()1 and Q3. Therefore the servers cannot obtain any information of K by
malicious operations.

The second security model is the malicious user model, where the user
sends malicious queries to the servers to obtain the non-targeted message
in addition to the targeted message My. That is, the user sends malicious
queries Q = (Q1,Q2) to retrieve the message My and some information
of Mg, = (My,...,Mg_1, Mgi1,...,M¢). Similar to the malicious server
model, we assume that the servers follow the protocol. Our protocol is also
secure against this model since the user downloads the m,-dimensional quan-
tum system and the user is assumed to obtain My € {0, ..., m;—1}. That is,
the user cannot obtain more information than M. This security is precisely
proved by the following relation:

](A7 MIC(|MK’K7 Q)pMQ = 07 (327)
where A = A; ® As.
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Proof of Eq. (3.27). Since the user obtains the message Mg, we have
H(MK|A7 K7 Q)pMQ =0. (328)
Eq. (3.28) is equivalent to

H(A, My |K, Q) pyro = HIAIK, Q) pyre- (3.29)

PMQ

The relation (3.29) implies the following relations:

0< H(A‘MKa K7 Q)PMQ (33())
= H(-Aa MK|K7Q)P1\/IQ - H(MK|K7Q) (3'31)
= H(A’K7 Q)P]VIQ — logm, < 0. (332>

The equality in (3.32) follows from the condition (3.29), the independence
between My and (K, (Q), and the uniform distribution of My. The last
inequality in (3.32) follows from dim .4 = log m,. Therefore, we have

H(A|MK7 Ka Q),DMQ =0 (333)

which implies (3.27). O

3.3 Strong converse bound
In this section, we prove the converse bound

(0005050 < (3.34)

asymp

for any a € [0, 1).
For the proof, we prepare the following proposition from [65, Eq. (4.66)].
The proof of Proposition 3.2 is reorganized in Appendix A.

Proposition 3.2 ( |65, Eq. (4.66)]). Consider the scenario that a classical
message w € {0,...,m — 1} is encoded as p, and it is decoded by the the
decoding measurement {Y (w)}n_,. Define the average error probability by
Py = (1/m) >0 Trp, Y (w). Then, for any s € [0,1] and any state o such
that supp(p) C supp(o), we have

1 m
(1 - Perr)1+8m8 S - § Tr pllqusO,fs' (335)
m
w=1
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We introduce the following notation. By replacing the notation of pg
defined in (3.1), let p,,, . be the quantum state on the composite system
&)_, Aj, where my, is the message to be retrieved and z := (mg, q) for the
collection mg, of other m — 1 messages and the collection ¢ of queries. Let

— (1/m) X e

Applylng Proposition 3.2 with (s, py, Y (w),0) = (1, .25 Yeg(w), 02),

we have

1 m
(1- Perr,Z(\DEQPIR m < m Z Trpmk Nons (3.36)

where Perr,z(\lfggm) is the error probability when z is fixed. Furthermore, we
can bound the RHS of (3.36) as

1 O o a1l
m Z TrpMk,zaz = m Z I Pmy 205
mip=1 =1
=Tro,o.' =Trl = Hdim A; (3.37)

J=1

Combining (3.36) and (3.37), the error probability is upper bounded as

1- Perr(lpggm) =1- EZPerr,Z(\I/g?D)IR) (338)
" dim A,
< % (3.39)

For any sequence of QPIR protocols {\I/(”IEZI)R}e , if W PI)R satisfies

log my

log [T}, dim A;

R(qu;ng) — > 1 (3.40)

for any sufficiently large ¢, we have

" dimA;
H]_l J =0

my

Hence, by (3.39), 1 — Perr(\llgl‘fI)R) approaches zero, which implies (3.34).
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Chapter 4

Capacity of Multi-Round
Quantum Private Information
Retrieval

In Chapter 3, we considered the case where the user and the servers commu-
nicate only one round. In this chapter, we consider the QPIR problem when
the user and the servers communicate multiple times. When multi-round
interaction is allowed, the user and the servers may choose their encoders
and decoder depending on the information obtained in the previous rounds.
Thus, multi-round QPIR is not reduced to one-round QPIR and it is expected
to achieve higher QPIR rate in general.

The strength of the models of multi-round protocols differs depending
on whether the user’s and servers’ memories are classical memory or quan-
tum memory. With classical memories, the user and the servers record only
classical information. On the other hand, when quantum memories are avail-
able, they can regard their quantum memories as the environment systems of
quantum operations and measurements, and thus a kind of quantum side in-
formation becomes available. Since the classical information can be recorded
in the quantum memory, the model with quantum memories includes the
model with classical memories. To survey the model with stronger resources
as possible, in this chapter, we consider that the user and the servers have
quantum memories.

The main question in this chapter is as follows.
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M——

B.M B, M, Q! B, M, Q%

Servers

User

My

Figure 4.1: Information flow in 2-round QPIR protocol. The servers have all
messages M = (M, ..., Ms) and the user retrieves the K-th message Mk

Question 1. Is the multi-round QPIR capacity with local quantum memories
strictly higher than the one-round QPIR capacity derived in Chapter 37

Since multi-round QPIR with quantum memories generalizes the model in
Chapter 3, one may expect a positive answer to the question. Furthermore,
there exists a one-server multi-round QPIR protocol which has better com-
munication complexity than any one-server one-round QPIR protocols [48].
On the other hand, one may also conjecture the answer negatively because
there have been many negative results in similar scenarios: The classical
multi-round PIR capacity is the same as the one-round capacity [38]; In
classical one-sender one-receiver multi-round communication protocols, the
feedback does not increase the capacity [62].

In this chapter, we answer Question 1 negatively: the multi-round QPIR
capacity is 1. The proof idea is to use the trivial upper bound 1 of the
QPIR rate as we remarked in Section 3.1.3. This chapter essentially gives
the formal proof of this trivial upper bound for the multi-round case. Sec-
tion 4.1 formally defines the multi-round QPIR protocol as a generalization
of the protocol description in Section 3.1.1 and proposes the capacity the-
orem. Section 4.2 proves the weak converse bound that any multi-round
QPIR protocol has rate at most 1. Then the achievability of the capacity is
guaranteed by the protocol in Section 3.2.2, which has the QPIR rate 1. The
weak converse bound in Section 4.2 also applies to the one-round QPIR in
Chapter 3.
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4.1 Multi-round QPIR protocol and capacity

theorem

4.1.1 Formal definition of multi-round QPIR protocol

For any positive integer r, we give the formal description of the r-round QPIR
protocol \IJSH%{ The information flow of the quantum systems is depicted in
Figure 4.1. When r = 1, the protocol description is equivalent to the protocol
defined in Section 3.1.1.

Let n, f, m be integers greater than 1. Each of the servers servy, ..., serv,
contains the whole copy of the uniformly and independently distributed f
messages M = (My,..., M) € {1,...,m}f. The j-th server serv; possesses
a quantum system B; as local quantum register and the n servers share an
entangled state pprey on the quantum system B := B ® --- ® B,.

The user chooses the index of the targeted message K € {1,...,f} uni-
formly and independently of the messages M, ..., M¢. The user prepares the
query Q' = (Q1,Q}, ..., QL) depending on K. The user has a local quantum
register C where the state is initialized depending on K and Q'.

For ¢ € {1,...,r}, the i-th round is described as follows. Let Q; be the
query to serv; at round 7, and we denote Q' = (Q!,...,Q%) and Q;ﬂ =
( ,...,Q’). The query Q' for round i is determined at round i — 1. The

user sends Q; to the j-th server serv;. Depending on Q?] and M, each server

V.09 s .
serv; applies a CPTP map Encge);% "~ from B; to A; ® B;. That is, when
the collection of the encoders is written as

2=
serv nc serv 9

the state p%, on B is encoded as

i i).0ll
par” = EnclB9 M (),

where A" == A} ® - -- ® Al. Each server transmits the system A} to the user
and the received state of the user is the reduced state

o = Teofy® (4.1)
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If i < r, the user applies a quantum instrument Dec@-KQ" — {Yiiiioitiegin
from A’®C to C depending on K and Q" := (Q*,...,Q"), where Q" x - - x
Q'+l is the set of queries at round i+1 and Q! is the measurement outcome.
Then round 7 ends and round 7 + 1 starts. If ¢ = r, i.e., at the final round,
the user applies a POVM Dec5Q" — {Yio(w)}m_, on A" ® C depending
on K and Q" and outputs the measurement outcome W € {1,..., m}.

Similar to Section 3.1.1, the security of the protocol is evaluated by the
the error probability, the server secrecy, and the user secrecy defined by

Per(Wp0) = | Pr W # M,

Suer(VGpin) = f(MK,uset< arin)|15).

Suer(Vpin) = | max (K sevo;(Vpin)),
where uﬁet(\lfém%{) and serp; (\IISH%{) are the information of the user and the
server serv; at the end of the protocol \I/gfgﬁ%, respectively. Given the QPIR

protocol \118;3’3,&, we define the upload cost, the download cost, and the QPIR
rate by

QPIR Z log |Q'], (4.2)
D(\IJQPIR Z log dim A’ (4.3)
mr 10g m
R(TSHR) = —— . (4.4)
D(W (k)

Now, we define the r-round QPIR capacities with four parameters. The
capacities are defined in the same way as Section 3.1.4 but we use the su-
perscript r to denote that they are the r-round capacities. For an error
constraint « € [0,1), server secrecy constraint € [0, 0o], user secrecy con-
straint v € [0, oo], and upload constraint 6 € [0, co|, the asymptotic security-
constrained r-round capacity and the exact security-constrained r-round ca-
pacity are defined as

Caigyt* = suplim nf ROV

asymp

sl "= suplin inf R(Y ).
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where the supremum is taken for sequences {m,}7°, such that lim,_,., m; = oo
and for sequences {\Ilg}ffg}z’il of r-round QPIR protocols to satisfy either
(4.5) or (4.6) given by

(mg,l’) (mg,l’)

lim sup P (Vypig) < @, limsup Seere (Yopr) < 5,

{—o00 £—r00
U \I,(mlvf) (45)
lim sup Suser(\Ilgl‘ffg) <7, limsup % <4,
{—00 {—o0 D(lIIin‘DZIR)

and

Puc (W) < 0ty Seere (TR < B,

U(wimen (4.6)
Suser(\lfgffl’g) <7, limsup % <46.
Since multi-round model allows more options for the QPIR task, we have the
following inequality from definition: for any r </,

a,B,7,0,r a,B,7,0,

C’exact S Oexact ) 47)
a7/37’y797r a767’y797r,

Cexact S Cexact : (48)

However, it is not trivial from definition whether the inequalities (4.7), (4.8)

are strict or not.

4.1.2 Capacity theorem

The multi-round QPIR capacity is derived as follows.

Theorem 4.1 (Multi-round QPIR capacity). Let r be any positive integer.
The r-round QPIR capacity for f > 2 messages and n > 2 servers is

OO),Bv'Yzevr — C’Ovﬁﬂ/uefr — ]_ (49)

exact asymp
for any B,7,0 € [0, 00).
Proof. Eq. (4.9) is proved by the following inequalities:

1 S C0,0,0,0,I’ S Cozﬁ7779’r S Co,ﬁy')ﬂe;r S C0,00,00,00,Y S 1

exact exact asymp asymp

The first inequality holds by applying the rate-one QPIR protocol in Sec-
tion 3.2.2 repetitively r times. The second, third, and fourth inequalities
follow from the definition of the capacities. The last inequality is proved in
Section 4.2. Therefore, we obtain the theorem. n
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For one-round case (r = 1), the capacity result also applies to the QPIR
model of in Section 3.1.1. Differently from Theorem 3.1, Theorem 4.1 proves
only for the case where error probability goes to 0 (i.e., « = 0). Theorems 3.1
and 4.1 prove that the inequalities (4.7), (4.8) are indeed equalities when error
probability is asymptotically 0.

4.2 Weak converse bound

We prove the converse bound

(0000000 (4.10)

asymp

Our proof comes from the fact that the multi-round QPIR protocol can
be considered as a case of the Classical-Quantum (CQ) channel coding with
classical feedback [63]. In the CQ channel coding with classical feedback, the
sender encodes a classical message M as a quantum state and sends the state
over a fixed channel N/. The receiver performs a decoding measurement on
the received state and returns the measurement outcome to the sender. the
sender and the receiver iterate this process r times while using the previous
measurement, outcomes for encoding and decoding. At the end of the proto-
col, the receiver receives the classical message M. The paper [63] proved the
capacity of this problem when the sender and the receiver have their local
quantum registers, respectively. The paper [63] also considered the energy
constraint F that for a given Hamiltonian H on the input system of A/, the
input states pi, ..., p, to the channel N should satisfy > ;_, Trp;H < E. The
CQ channel capacity is characterized by the following proposition.

Proposition 4.1 ( [63, Theorem 4]). Let N be a quantum channel, r be the
number of communication rounds, m be the size of the message set, H be the
Hamiltonian acting on the input system of N', E be the enerqy constraint,
and € be the error probability. Suppose the sender and the receiver have
local quantum registers, respectively. Then for the CQ channel coding with

classical feedback and energy constraint, we have the following inequality:
(1—¢e)logm < sup rH(N(p)) + ha(e). (4.11)

p:Tr pH<E

The multi-round QPIR protocol can be considered as a case of this prob-
lem where the channel A is the identity channel and there is no energy
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constraint. To see this fact, we consider the the collection of the servers as
the sender and the user as the receiver of the CQ channel coding, and focus
on the communication of a classical message from the collection of the servers
to the user. The servers sends to the user the systems A’ over the identity
channel and the user sends queries Q° to the servers as the measurement
outcome on A’. The servers and the user have B and C as local quantum
registers, respectively. At the end of the protocol, the user obtains the classi-
cal targeted message M. Therefore, we can consider the multi-round QPIR
protocol as a CQ channel coding with classical feedback.

By the similar proof of [63, Theorem 4|, we have the following proposition.

Proposition 4.2. Consider the CQ channel coding of a classical message
M € {1,...,m} from the sender to the receiver by sending quantum systems
Al A" sequentially over the identity channel and assisted by classical
feedback. We assume that the sender and the receiver have local quantum
registers, respectively. Let ,0]\“4); be the state on A'. For the uniformly chosen
message M and the decoding output W, we define the error probability ¢ =
Pr[M # W]. Then we have the following inequality

(1—¢)logm < ZH(pﬁ)—l—hg(e) (4.12)
=1

<> logdim A’ + hy(e), (4.13)
=1

where ho(+) is the binary entropy function defined in (2.5).

For completeness of our thesis, we give a proof of Proposition 4.2 in
Appendix B.

Remark 4.1. Proposition 4.2 is slightly different from [63, Theorem 4].
First, whereas [63, Theorem 4| considers an energy constraint on the quantum
channel, Proposition 4.2 assumes no energy constraint. Second, whereas |63,
Theorem 4| considers the repetitive uses of a fixed quantum channel N
Proposition 4.2 considers each use of the identity quantum channels over
Al ..., A". Even with these differences, we can apply the same proof steps
of [63, Theorem 4| and the first inequality of |63, Eq. (35)] is the inequality
(4.12).
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Now we prove the weak converse bound. We choose an arbitrary sequence
{‘I’Egn%ffg}ﬁ1 of r-round QPIR protocols to satisty ¢, := Perr(\llg;ffg) — 0 as
¢ — oo. Considering the collection of the n servers as the sender and the
user as the receiver of Proposition 4.2, we can apply Proposition 4.2 to the
r-round QPIR protocol \I!g;fl’g with the classical message My € {1,...,my},
transmitted quantum systems A, ..., A", and classical feedback Q!, ..., Q".
In this case, ¢ and m of Proposition 4.2 is substituted by &, and m,, i.e.,

Eq. (4.13) is written as

(1 —¢4)logm, < Z log dim A" + ha(gg). (4.14)

i=1

Therefore, we have

my,r . 1
lim R(U&D) = lim es e

- <1 4.15
o0 (o0 y ¢ logdim AP~ (4.15)

which implies (4.10).

49



Chapter 5

Capacity of Quantum Private
Information Retrieval with
Colluding Servers

The multi-server QPIR model considered in Chapter 3 has a critical weakness
that the assumption of no communication among servers is too restrictive. By
relieving this assumption, this chapter considers t-private QPIR in which the
identity of the retrieved message is kept secret even if at most t servers may
communicate and collude. We derive the t-private QPIR capacity for any t
less than the number of servers n. The formal definition of QPIR protocol
is the same way as Chapter 3. The t-private QPIR capacity is defined with
three security parameters: error probability, server secrecy, user t-secrecy.
As a main result, we prove that the symmetric and non-symmetric t-private
QPIR capacity is min{1,2(n —t)/n} for 1 <t < n. Our result implies that
even if some servers collude, as far as the number of colluding servers is less
than half (t < n/2), the remarkable result of QPIR capacity 1 still applies to
the t-private case.

The derived quantum capacity is strictly greater than the classical sym-
metric t-private PIR capacity (n — t)/n in [30], and when more than half of
the servers collude (i.e., n/2 < t), the derived quantum capacity is exactly
twice the classical capacity. In addition, compared to the classical t-private
PIR capacity (1—t/n)(1—(t/n)f) [29], our quantum capacity is greater when
t < n/2or (n/t)f > 2, where the latter inequality satisfied when the number

of messages f are large enough.
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Our result implies that symmetric |n/2]-private QPIR can be constructed
without sacrificing any communication efficiency since the capacity is 1 for
1 <t < n/2. Moreover, QPIR with more servers may obtain the stronger
secrecy against collusion. This result contrasts with Chapter 3 that the sym-
metric (1-private) QPIR has no advantage to increase the number of servers
since a two-server protocol achieves the capacity. The proposed protocol in-
cludes the protocol in Chapter 3 as an example of symmetric 1-private QPIR
protocols.

The outline of our protocol is described as follows by the stabilizer for-
malism. Given a subspace V of an even dimensional vector space, let V47
be its orthogonal space with respect to the symplectic bilinear form. In the
stabilizer formalism, the stabilizer is described by a subspace V such that
V C V*/ and the state is prepared on the stabilized subspace. When the
Weyl operator W(s,t) = X(s)Z(t) is applied, in the decoding process, an
appropriate quantum measurement outputs the outcome (s, t) + V47, which
is a partial information of the Weyl operator. With this fact, we design our
QPIR protocol so that the servers share an entangled state on the stabilized
subspace, the servers apply Weyl operators depending on the queries and
messages, and the user performs the measurement to obtain the targeted
message. Here, for guaranteeing the security, we choose the subspace V and
the queries to satisfy the following three conditions. 1) The queries to any
t servers are independent of the user’s request (for user secrecy). 2) When
the Weyl operator applied by the servers is W(s, t) on the whole composite
system, the targeted message has one-to-one correspondence with the value
(s,t) + V17 (for correctness). 3) The information of other messages is in
V47 (for server secrecy). The main difficulty of the protocol construction is
to find an appropriate vector space V which generates the properties 1), 2),
and 3). The problem reduces to the search of a symplectic matrix with a
linear independence condition in row vectors and a symplectic orthogonality
condition in column vectors. We concretely constructs the symplectic matrix
satisfying those conditions.

The remainder of this chapter is organized as follows. Section 5.1 defines
the security and the QPIR capacity and presents the t-private QPIR capac-
ity theorem. Section 5.2 is the preliminary section for protocol construction.
With the stabilizer formalism defined in Section 5.2.1, we present a com-
munication protocol for classical messages by stabilizer formalism and give
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Target Index: K € {1,...,f}

Serviiq
M,
My

M

«

______________ P S | e -

Colluding Servers ‘;4% - AZ\ /-/Aéﬂ e TTAL

R -
Prior Entanglement ppey

Figure 5.1: Quantum private information retrieval protocol, where t servers
collude to know the target index K. The user does not know which t servers
collude. The only difference from Figure 3.1 is that at most t servers may
collude.

a fundamental lemma for protocol construction. Section 5.3 constructs the
capacity-achieving symmetric t-private QPIR protocol. The proposed proto-
col has no error, perfect user secrecy, and perfect server secrecy. Section 5.4
presents the converse bounds of the capacity result. We present three upper
bounds of the capacity depending on the number of colluding servers and the
security parameters.

5.1 QPIR protocol and capacity theorem

For t-private QPIR, the protocol is identically defined as the QPIR proto-
col Section 3.1.1, but the security and the capacity are defined differently.
Therefore, throughout this chapter, we use the protocol description in Sec-
tion 3.1.1, and in this section, we define the security measures and present the
t-private QPIR capacity theorem. The t-private QPIR protocol is depicted
in Figure 5.1.
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5.1.1 Security measures

Given the number of colluding serverst € {1,...,n—1}, the security measures
are defined as follows. In this chapter, we assume that all servers and the
user follow the protocol and do not deviate from the protocol. Under this
assumption, we consider the security of the QPIR protocol as follows. Let
W e {1,...,m} be the protocol output, My be the collection of all messages
except for My, S, be the symmetric group of {1,...,n}, i.e., the set of all
permutations on {1,...,n}, and Q~+ = (Qrq),--.,Qx()) for 7 € S,. The
security of a QPIR protocol is evaluated by the error probability, server
secrecy, and user t-secrecy defined as

Perr(\II(Qn;D)IR) = H(lSX Pryy[W # mp|M =m,Q = q, K = k] (5.1)
Suere(Vrm) = max I(M5 AIQ = ¢, K = Ky, (5.2)
Stoer(Vprn) 1= max (K Qre). (5.3)
where the maximum (x) is taken for all m = (my,...,my),q € Q1 X +-- X

Qn, k€ {l,...,f} such that Pr[K =k, Q = ¢| # 0.

The error probability Perr(\Ing‘D)IR) is the worst-case probability that the
protocol output W is the targeted message of the user. The server secrecy
is the property that the servers’ information of the non-targeted messages
are kept secret from the user. That is, the server secrecy Sserv(‘ll('})m) mea-
sures the independence between the non-targeted messages and the quantum
systems A that the user obtains. Since we assumed that the servers do not de-
viate from the protocol, serv; only obtains (); but not the other information.
Therefore, the user t-secrecy Sﬁtslr(\l’ggm) is defined as the mutual informa-
tion between the target index K and the queries ). to any t servers. We
define these security measures for the worst-case of all messages m, queries

q, and the target index k.

Remark 5.1. The server secrecy is also written as
Share (W 5pim) = max (M5 AIQ = D)y, (54)

This equation follows from I(Mg; A|lQ = q),,,, = I(M5;AlQ = ¢, K =k),,,,
which is derived from the independence between K and M;A when () = ¢ is
fixed.

93



Chapter 5. Capacity of QPIR with Colluding Servers

Remark 5.2. When a QPIR protocol ‘I/QPIR satisfies Pcrr(\IlQPIR) < o and
Sserv(\I/g;)IR) < for sufficiently small o, 5 > 0, the condition Pr[K = k,Q =

q] # 0 implies Pr[K =i,Q = g] =0forany k #i € {1,...,f}. Otherwise, we
derive a contradiction as follows. If Pr[K = k,Q =¢| - P [ =1,Q=¢q|#0
for some k # i, the server secrecy Sgery(V S}BIR) < [ implies I(Mf; A|Q =
¢, K = 1)py,, [(M; AlQ = q, K = k),,,, < 8. However, we have the follow-
ing contradiction

@ ®)
(1 —a)logm — hy(ar) < I(My; AlQ = q, K = k), = T(Mi; AlQ = q)
c () c :
< I(M17A|Q = q)qu = ](Mz 7A|Q = q’K = Z)ﬂMq < 67

from Fano’s inequality and two equalities with (b) is from the independence
of K and (My,..., Ms, A) when @) = q is fixed. Since  can be chosen to be
an arbitrary small number, these inequalities imply that the message size m
is also sufficiently close to zero, which is a contradiction.

5.1.2 t-Private QPIR capacity

For fixed numbers of servers n and messages f, we define the t-private QPIR
capacity. The capacities are defined similar to Section 3.1.4 but we use the
subscript t to denote that they are the t-private capacities. For any o € [0, 1)
and any 3, v, 0 € [0,00], the asymptotic and exact security-constrained t-
private QPIR capacities are defined by

0P8 .~ sup liminf R(W™Y) 5.5
ymp o (Yapir), (5.5)
Cg’;fc,?f = sup lim inf R(\IJQPIR) (5.6)

where the supremum is taken for sequences {m,}32, such that lim,_,., m, = co
and for sequences {\I/Q";’“’I)R} 22, of QPIR protocols to satisfy either (5.7) or (5.8)
given by

lim sup Perr(\I/g;fI)R) < a, limsup Sserv(‘llggl)R) < B,

{—00 {—o0

U \Ij(me) (57)
lim sup Suser( QPI)R) < s lim sup m <

f—00 {—00 D(\I/grgl)R) o
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and

P (W) < @, Seore (W) < B,
U \Ij(mz) 58
S (\Il(m[) ) <7, limsupm <. 5:8)
user QPIR (myp)
t=oo D(WqpiR)

5.1.3 Capacity theorem

The following theorem is the main result of this chapter.

Theorem 5.1 (t-private QPIR capacity). The capacity of t-private QPIR
with n > 2 servers and f > 2 messages is derived for any « € [0,1) and any
B,7,0 € [0,00) as follows:

L) 70 s 76 > n
Cosmpa = Coiadly =1 flst<g, (5.9)
2(n —1t) n
0,3,0,0 ,0,0,0 .
Copd = Cool = — if S <t<n (5.10)

The capacity-achieving QPIR protocol is constructed in Section 5.3 for
n/2 < t < n. The protocol obtains zero-error (Perr(ﬁfézngIR) = 0), perfect
Server secrecy (Sserv(\lfggm) = 0), and perfect user t-secrecy (Sﬁts)er(\lfggm) =
0). Since the user (n/2)-secrecy guarantees the user t-secrecy for 1 <t < n/2,
the constructed protocol for t = n/2 is also the capacity-achieving protocol
for 1 <t < n/2. The converse bounds are given in Section 5.4.

Note that if t < n/2, the capacity is 1 and independent of n and f,
which is similar result as the QPIR capacity without colluding servers in
Chapter 3. When t > n/2, the capacity is twice the symmetric PIR capacity
(n—t)/n and is still independent of the number of messages f. As discussed in
the introduction and Table 1.1, the t-private QPIR capacity is greater than
the classical counterparts. Furthermore, we prove in Appendix C that the
capacity result is the same even if we change the definition of the security
measures as the average measures for all files m, queries ¢, and target indexes

k.

Remark 5.3. In the definition of the protocol, we assumed the condition
that the target index K and the messages M, ..., M are chosen uniformly.
Indeed, this condition is necessary only for the proof of converse bounds.
Even if the distributions are arbitrary, the protocol in Section 5.3 guarantees
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that any t-servers obtains no information about K and the user obtains no
information of non-targeted messages, except for the information obtained
from the underlying distributions of K and My, ..., Ms.

Remark 5.4. In Chapter 3, we defined the error probability (3.2) as the
average error probability. On the other hand, this chapter defines the error
probability (5.1) as the worst-case error probability. From the definitions,
the QPIR capacity with the worst-case error is less than the QPIR capacity
with the average error. However, this chapter extends the result of Chapter 3
by proving that the 1-private QPIR capacity with worst-case error is also 1.

Remark 5.5. The capacity (5.10) is derived for the case where any server
secrecy (€ [0, 00) is allowed. However, one may notice that for some param-
eters (n, t,f), the capacity (5.10) is smaller than the capacity (1 —(t/n))/(1—
(t/n)f) |29] of classical t-private PIR without server secrecy. For instance,
when (n,t,f) = (4, 3,2), the capacity (5.10) is 0.5 and the capacity in [29] is
0.57. This follows from the fact that the capacity (5.10) is derived for finite
B but the capacity in [29] is derived for the case where the f is allowed to be
infinite.

5.2 Preliminaries for protocol construction

In this section, we give preliminaries for our protocol construction in Sec-
tion 5.3. Section 5.2.1 introduces the stabilizer formalism and Section 5.2.2
presents a protocol for classical messages constructed defined from the sta-
bilizer formalism. Section 5.2.3 gives a fundamental lemma for th and e
construction of our QPIR protocol.

5.2.1 Stabilizer formalism over finite field

In this subsection, we introduce the stabilizer formalism for finite field. Sta-
bilizer formalism gives an algebraic structure for the quantum information
processing. We use this formalism for the construction of the QPIR protocol.
Stabilizer formalism is often used for quantum error-correction. At the end
of this subsection (Remark 5.6), we give a brief review of quantum stabilizer
error-correcting code with the notation introduced in this subsection. More
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detailed introduction of the stabilizer formalism and stabilizer codes can be
found at [71-74].

Let IF, be a finite field whose order is a prime power ¢ = p” and H be
a g-dimensional Hilbert space with a basis {|i) | i € F,}. We define trz =
TrT, € F) for x € Fy, where T, € F)*" denotes the matrix representation of
the map y € F, — xy € F, by identifying the finite field F, with the vector
space . For a,b € Fy, we define two unitary matrices on H

Xo(a) =Y li+a)il, Zy(b) =) w™i)il,

i€F, i€Fy

where w = exp(2nv/—1/p). For a = (ay,...,a,),b = (by,...,b,) € Fy, and
w = [a,b] € F2", we define a unitary matrix on H®"

W(w) = W(a,b) = X,(a1)Zy(b1) ® Xg(az)Zy(b2) ® -+ - @ Xg(an)Zy(by).
The Heisenberg-Weyl group is defined as

HW} = {CW(W) |wel? ce C}. (5.11)

q’

For x,y € F}, we denote (x,y) = tr) " xz;y; € F, and define a skew-
symmetric matrix J on IE%” by

0 -1
J = .
Since Xg(a)Z,(b) = w™ " *Z,(b)X,(a), for any (a,b), (c,d) € F2", we have

W(a,b)W(c,d) = w!@P) W (c, d)W(a,b), (5.12)
=wPW(a+c,b+d). (5.13)

A commutative subgroup of HW} not containing cI for any ¢ # 0 is called
a stabilizer. A subspace V of Fg" is called self-orthogonal with respect to the
bilinear form (-, J-) if

VeVt ={weF"|(v,Jw)=0 for any v € V}.

We can define a stabilizer from any self-orthogonal subspace of Fg“ by the
following proposition.
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Proposition 5.1. Let V be a self-orthogonal subspace of Fg”. There exists
{¢cv € C| v €V} such that

S(V) = {W(v) = ¢,W(v) | veV}C HW! (5.14)
15 a stabilizer.
For completeness, we give the proof of Proposition 5.1 in Appendix D.

Proposition 5.2. Let V be a self-orthogonal d-dimensional subspace of FZ"
and S(V) be a stabilizer defined from V. For the quotient space Fg”/\/“, we
denote the elements by [w] = w + V+7 € F2"/V+7.

1. All elements W (v) € S(V) are simultaneously and uniquely decomposed
as

W)=Y  o¥MPL (WweV), (5.15)
[w]eF2n /v+a
where {P[YV]} are orthogonal projections such that
P[XV}P[XV,] =0 for any [w] # [w'], (5.16)
> Py = Dyen (5.17)

[w]eF2n /vty

2. Let Hxv} = Im P[yv] For any w,w' € IFZ”, we have the relation

3. For any [w] € F2"/V+7,

dim Hpy,y = ¢" 7. (5.19)

For completeness, we give the proof of Proposition 5.2 in Appendix E.
We use the decomposition in the following corollary in our protocol con-
struction.

Corollary 5.1. By (5.17) and (5.19), the quantum system H®™ is decom-
posed as

n—d

1= QR Hu=wec" (5.20)

[w]eF2n /vy
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where W is the q*-dimensional subspace with the basis {|[w]) | [w] € F2"/V+7}
such that 1Y, = |[w]) @ CT* == {|[w]) @ |v) | [v) € CT"}. With this de-
composition, the relation (5.18) is written as

n—d n—d

W(w)|[w])@C?  =|w+w])oC" . (5.21)
Proof. Eq. (5.20) follows from (5.17) and (5.19) and Eq. (5.21) follows di-
rectly from the relation (5.18). O

We also have the following lemma.
Lemma 5.1. For any w,w’ € F2", we have

W) (W)W © Lnea) W(w')* = [[w + W) (W + W)| © Tyroa
Proof. Let X = W(W')(|[w])([w]| ® I,u-a)W(w')". Since X? = X and

X* = X, the matrix X is an orthogonal projection. Since |[w +w']) ® C?"™*
is an invariant subspace of X and rank X = dim |[w + w']) ® C"™* = ¢"~4,
the matrix X is the orthogonal projection onto |[w 4+ w']) ® C?"~*, which
implies the lemma. [
Remark 5.6. In terms of quantum stabilizer code, the space 7-[?6] = |[0]) ®

C?" ™" is called the code space, which is the stabilized space by the action of
the group S(V). In other words, from (5.15), the code space ”H[\(/,] is the inter-
section of eigenspaces of S(V) with eigenvalue 1. In quantum stabilizer code,
a message state is prepared in the code space "H[\é]. If an error W (e) is ap-
plied, the encoded state on ”HE(’)] is changed to a state on ’H[YB] by (5.18). Then,
the error correction is preformed by obtaining the identity of the subspace
H[\é] by the measurement {P[Z] | [e] € F2"/VE7} on H®™ and performing the
recovery operation W (—r) for some r € [e], which maps from ’H[\é] to HE(’)].
This error correction is performed correctly if e — r € V since the combined
operation of the error and the correction is W(—r)W(e) = W(e —r) and
the code space 7—[?6} is invariant with respect to the operation W (e —r) if
e —r € V. However, if e —r € V7 \ V, the error correction is not correct.

Remark 5.7. Lemma 5.1 is equivalent to considering the state on C""™" as
completely mixed state puix = Ijn-a/q" % If the state p on C7"™" is not the
completely mixed state, there always exists an operation W (w’) such that p
is changed to another state p.,, as

WW)(|[W])([w]| @ p))W(W')" = [[w + W])([w + W] @ pi,.

For example, we have p # p/ , for [w] = [0] and some w’ € V-7 \ V.
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receiver

(. D)) (@, b)) @ pu 01 H" = W €| [(a,b)]

H H
Apply Apply
Xq<a1)zq<b1) Xq(a2)zq<b2)

1[0])([0]] ® pumix on HE" = W @ CI"*

Figure 5.2: Protocol 5.1.

5.2.2 Communication protocol for classical messages by

stabilizer formalism

In this section, we propose a communication protocol for classical messages
from n players to a receiver. The protocol is constructed by the stabilizer
formalism. We will construct our t-private QPIR protocol in Section 5.3 by
modifying the protocol in this subsection.

In the following protocol, n players encode (a1, b1), ..., (an,by) € ]FZ and
the receiver decodes

[(a,b)] = [(a1, ..., an,by,...,b,)] € F2"/VH,

where V is a self-orthogonal subspace of Fg”. The protocol is depicted in
Figure 5.2.
Protocol 5.1. Let V be a self-orthogonal d-dimensional subspace of Fg” and
S(V) be a stabilizer associated with V. By Corollary 5.1, we decompose

n n—d
H = Q) ML =wec’ (5.22)

[w] G]FE” VLt

The following protocol consists of a receiver and n players, namely, player

1, ..., player n.
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n—d

1. [Distribution of entangled state| The state of H®" =W C?" " is
initialized as |[0])([0]] ® pmix, where pmix is the completely mized state

d

on C"" e, pmix = (1/¢" ) - Ijn-a. The n subsystems of H®" are

distributed to the n players, respectively.

2. [Message encoding| For each s € {1,...,n}, the player s applies
Xq(as)Z,(bs) to the distributed system H and sends the system H to the

receiver.

3. [Message decoding] The receiver applies the PVM MY = {Py, |
(w] € F2"/V*E7} on HE™, where [w] is the measurement outcome asso-
ciated with P[YV]. O

In the above protocol, Lemma 5.1 implies that the receiver receives the
state |[(a,b)])([(a,b)]| ® pmix- Thus, the receiver obtains

[(a,b)] = [(a1,...,an, by, ..., b,)] € F2"/VH

as the measurement outcome but no more information than [(a, b)]. Note
that if the initial state of C¢" " is not Pmix, Some more information of (a, b)
can be leaked to the receiver since the final state on C?"* may depend on
(a,b). See Remark 5.7 for more detail.

In Section 5.3, we will construct our QPIR protocol by modifying Proto-
col 5.1. For fulfilling the QPIR task, we will choose a suitable self-orthogonal
subspace V and design query structures and server encoders in Section 5.3.

5.2.3 Fundamental lemma for protocol construction

In this subsection, we prepare a lemma for the QPIR protocol construction,
which is necessary for guaranteeing the secrecy.

In the statement of the following proposition, we use an algebraic exten-
sion of a finite field. When « is a root of some polynomial over a field F,
an algebraic extension F(a) is the smallest field containing F and «. Any
algebraic extension of a finite field F, is another finite field. See [75] and [76]
for details. We denote F(ay, ..., a,) = [F(ag, ..., @, 1)](an).

Proposition 5.3. LetF be the finite field of order ¢ and F, be the algebraic
extension Fy(aq,. .., ax_s), where a; € Fy(ay,...,ai—1) for any i. Given
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two positive integers r < k, define a matriz A = (a;;) € ng_r)w such that

a;l = 1, (523)
Qi S Fq/(al, e ,Ozi+j_2) \ Fq/(O[l, . >ai+j—3) Zf (Z,j) 7é (]_, 1) (524)

Then, any r row vectors of

A= (?) € Fix (5.25)

are linearly independent. In particular, when k = 2r, the square matrix
A € F*" is invertible.

Proof. Before we give the proof, we introduce the following notation: For
an n X m matrix M = (my;), S C {1,...,n} and T' C {1,...,m}, define a
submatrix M(S,T) = (mj)ies jer-

Let SC {l,...,k—r}and T C {1,...,7} be subsets such that |S|+|7T| =
r. Choose 7 row vectors of A as

ASUG—r+T){1,....r}) = (fg Egg) | (5.26)

The row vectors of A(SU(k—r+T),{1,...,r}) are linearly independent if and
only if A(S,T¢) € FiP™%" is invertible, where T¢ := {1,...,7}\T. Therefore,
we show in the following that the determinant of A(S,7°) is nonzero.

From the definition of A in (5.24), the (|S],|S]) element amax s maxre Of
A(S,T°) is in Fy(a,. .., 0maxstmaxte—2) \ Fg(1, ..., Omax Stmax7e—3) but
the other |S|> — 1 elements are in Fy(, ..., GmaxS+max1e—3). Thus, by the
cofactor expansion of the determinant, i.e., det M = 3 (—=1)"m; ;M ; for
a matrix M = (m;;) and its ¢, j minor M, ;, we have

det A(S,T°) = Gmax Smax7e - det A(S\ {max S}, 7T\ {maxT°}) + = (5.27)
with some x € Fy (o, ..., Omax S+max7e—3)- 1f
det A(S\ {max S}, T\ {maxT°}) # 0,

then det A(S,T°) # 0. Thus, by induction, we have det A(S,7°) # 0 since
det A({min S}, {min7°}) = amin smin1e 7# 0. ]
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Remark 5.8. Proposition 5.3 is a slight generalization of the construction
|64, Appendix A], which proposed the same construction only for a;; = a4,
in (5.24).

The following lemma is fundamental to guarantee the secrecy in our QPIR
protocol.

Lemma 5.2. Let n,t be positive integers such that n/2 <t <n. Let F, be
the finite field of order ¢ and IF, be the algebraic extension Fy (o, ..., apiot—2),

where o; & Fy(aq,...,a;_1) for any i. There exist 2t linearly independent

vectors vy, ..., Vo € FZ” satisfying the following conditions.

(a) Let wq,..., W, be the row vectors of the matriz D = (vi,...,vy) €
22 Then, Wr(1), - Wa(t), Wa(l)4n: - - Wa(t)4n 07€ linearly inde-

pendent for any permutation w in S,
(b) (vi,Jv;) =0 for any i € {1,...,2n — 2t} and any j € {1,...,2t}.

Proof. Let S € IF(QI"XQ” be a symplectic matrix, i.e., STJS = J, and s; € Fg”
be the i-th column vector of S. Then, the following vq,..., vy € IE‘(QI” satisfy
condition (b):

(V17 cee 7V2n*2t) = (82t7n+17 s 7S7L) (528>

(V2n—2t+17 .. aV2t) = <S17 ...y S92, Sn+17 oo aSQt)- (529)

Therefore, in the following, we prove that there exists a symplectic matrix
S = (s1,...,89,) such that the row vectors of S’ := (s1,...,sy) satisfy con-
dition (a).

First, we construct a symplectic matrix as follows. For convenience, let
ag = 1. Define two square symmetric matrices A = (a;), B = (b;;) € F*"

as
Q5 = Qiyj—2, bij = Qjqj—24(2t—n), (5-30)
i.e.,
Qo Gy - Opg O2t—n  Q2t—pt1 - 241
A ap Gy - Qp2  B= ot —pi1 Qotpi2 - Qo
Op_1 Qp - Oop_3 Qiop—1 Qo o Qo2
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I, X I, O
() (5 0) -

are symplectic matrices for any symmetric matrix X, and the multiple of two

Since the matrices

symplectic matrices is a symplectic matrix [74, Section 8.2.2|, the matrix

I,+BA' B I, B\( I, 0
S — — 5.32
S B G | FC) I

is a symplectic matrix, where the inverse A~! exists from Proposition 5.3.
With the notation B = (By, By) € Fy*®™™ x Fp*®"*" we have

I,+BA™ | B;
S = (Sl7 e ,Sgt) = ]2t (533)
At -
:

Now, we prove that the row vectors of S’ satisfy condition (a). Since
(i) the right multiplication of invertible matrices and (ii) elementary column
operations do not change the linear independence of the row vectors, we
manipulate the matrix S’ in the following way:

I, + BA-! B I, + BA™! By
/ (1) A 0
5= I — i 0 I
A_l 2t—n A_l 2t—n 2t—n,
0 0
A+B| B A+B A+ By | By
B I IQt—n - I2t—n 0 I2t—n
" 0 0 Ion ot 0
B Ay A+ By | B B Ay By Ay + DBy
w, i, s
0 0 IQt_n 0 ]2t—n O
0 I2n—2t 0 0 0 IZn—2t
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where A = (A, Ay) € FP*Z) « Fr*C@n=20 By the above transformation,
the linear independence of the row vectors of S’ is equivalent to that of S”.
Let

Al Bl A2 + BQ

"=\ Tw 0 0 (5.34)
0 ]2t—n 0
0 0 IQn—Qt

by adding the row vectors (Is;_,,0,0) to S”. If any 2¢ row vectors of S are
linearly independent, then S” and S’ also satisfy the same property. Since
Ay, By, Ay + By are written as

Qo - Qgtp-1

A = : : )
Qip—1 Qiop—2
Qot—p Qgt—2n—1

Bl - 3
Qg1+ Ogg_p—2
Qgp—on + Qop—p == Qo1 + Oy

Ay + By = : : ;

Oft—n—1 T Q2e—1 "+ Qpio—2 T Qop—2

the matrix (A | By | A2+ Bs) satisfies the conditions of Proposition 5.3. The
application of Proposition 5.3 to S”” shows that any 2t row vectors of S” are
linearly independent. Thus, the matrix S’ also satisfies the same property as
S” which implies condition (a). O

Many studies in classical information theory have already studied the
matrices D € F;‘Xt whose arbitrary ¢ (< n) row vectors are linearly in-
dependent, which is similar to condition (a) of Lemma 5.2. For instance,
matrices of this kind have been studied as a generator matrix of the max-
imum distance separable (MDS) codes [77] and have been widely used in
the construction of secure communication protocols, e.g., classical private
information retrievals [31,32,36], wiretap channel II |78|, and secure network
coding [64,79].
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user

k6{17f} 4’[“qu]><[€1 m|®pm1x OnA W®(Cq d]—' [q m] 7q m+vl

IF‘Qn/vL (n—t)
(Q2X7 0122 an7 an)
A
servy serv,

(quy th)

serv,
Apply Apply Apply
Xq(qTxm)Zq(qum) X (%Xm %Zm Xq(anxm)Zq(anzm)
o ; A e
—— 4, e
|[0]){[0]] ® pix on A=W @ C" "

Figure 5.3: Optimal t-Private QPIR protocol. m = (mj,...,m})" and
q=(q/x,---,9'x,4q{,,---,4,.,)" are the collections of messages and queries,

respectively.

5.3 Construction of QPIR protocol with collud-

ing servers

In this section, by combining Protocol 5.1 and Lemma 5.2, we construct the
capacity-achieving QPIR protocol for n > 2 servers, f > 2 messages, and
n/2 <t < n colluding servers. The protocol is depicted in Figure 5.3. For
collusion of 1 < t < n/2 servers, the protocol for t = n/2 is the capacity-
achieving protocol.

Let n > 2, f > 2 and n/2 <t < n. For the construction of the protocol,

we choose a prime power ¢ and a basis vy, ..., vy, of Fg” such that the first
2t vectors vy, ..., vy satisfy the conditions of Lemma 5.2. Let
V :=span{vy, va,..., Vo, ot} C Fg”.

Then, from condition (b) of Lemma 5.2, the subspace V is self-orthogonal
with respect to (-, J-), V17 = span{vy, ..., vy}, and

F2 V= {[w] = w+ V" | w € span{vae,1,. .., Van}}.
Let
Dy = (vl vy - v2t> € T2, (5.35)

Dy = (V2t+1 Voty2 e V2n> € anw(nft)- (5.36)
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We assume that the vectors vy, ..., vy, are publicly known to the user and all
servers. Each server contains all messages my, ..., ms € Fz(n_t). We denote
m:=(m/,.... m])" € Fonof,

Protocol 5.2. The t-private QPIR protocol for retrieving my, is constructed
as follows.

Step 1. [Preparation] Let Ay, ..., A, be g-dimensional Hilbert spaces. From
Corollary 5.1, the quantum system A = A1 ®---® A, is decomposed
as A=W ® CT", where W = span{|[w]) | [w] € F2r/V+7}. The
state of A is initialized as

|[O]){[0]] © prmix

where pumix = (1/¢*") + Iz, and is distributed so that the j-th
server has A; for j =1,2,...,n.

Step 2. [Query] The user randomly chooses a matriz R € thw("_t)f with the
uniform distribution. Let Ej = (8; j_a(n—t)(k-1))i,j € Fg(n_t)xz(n_t)f,
where 0,y = 1 if v =y and 6, = 0 if x #y. That is, Ej is the block
matrix whose k-th block is I € Fﬁ(”‘t)“(”‘t)
zero. Let

and all other blocks are

T T T TN\T
q:<q1X>'"7an7q1Z7"'aan)

= (D1, Ds) (Z)

— D1R+ DQEk; c ]anXQ(n—t)f‘

The user sends the query (d;x,q;z) € F?]("ft)f X Fi(“*t)f to the j-th

server for j =1,2,....n.
Step 3. [Download] For each j =1,2,...,n, the j-th server applies

Xq(‘lg‘Txm)Zq(qj'TZm)
to A; and sends A; to the user.

Step 4. [Retrieval] The user applies the PVM MY = {P[V [w] e F2"/V+r}

w]
on A, where [w] is the measurement outcome associated with P[XV].
The measurement outcome of the user is denoted by [Woyu]. In the
. 2n
eTpPansion Wout = Zi:1 c;v;, the user outputs (02t+1, Cot42, - - - an) e
Fan Y.
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The performance of Protocol 5.2 is analyzed as follows.

Error probability

We show that the user obtains m; without error. Let

w =q' m (5.37)
= (q;er> tee 7qr—1er7 q;er7 o >q;1er>T € an (538)

The state after the servers’ encoding is
W (W) (I[0])([0]] @ pri) W(W')™ = [[W']){[W']| @ praix (5.39)

where the equality follows from Lemma 5.1. Thus, the measurement outcome
[Wout] 18 [W']. Note that we have

F>w =q'm (5.40)
— D;Rm + D»E;m (5.41)

2n—2t
= D{Rm + Z Me,i Vorti (5.42)

i=1
and the first term D; Rm of (5.42) is a vector in V7 which implies

2n—2t 2n—2t
/ / 1 1
(Wout) = [W] =W + V= = E My iVory + Vo = [ E mkz,iVQtJrz}-

i=1
Thus, the user obtains (Coet1,Cott2s---5Cm) = (Mi1,. .., Mpom—y) = My
without error.

Server secrecy

The protocol has perfect server secrecy because from (5.39), the state after
the servers’ encoding is |[wW']) ([W']| ® pmix, Which is independent of the non-
retrieved messages.

Remark 5.9. The server secrecy is not perfect if the prior entangled state
is |[0])([0]| ® p for some non completely mixed state p. As remarked in
Remark 5.7, if [[0])([0]| ® p is the initial entangled state, the state p may be
changed depending on the servers’ operation W(w'), i.e.,

W(w)(l[0])([0]] ® p)W(w')" = [[W]){[W']| © ply (5.43)

for some state p,,. Thus, the user may obtain some information of w’ from
the state pl,,, i.e., some information of the non-targeted messages is leaked.
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User secrecy

To discuss the user secrecy of Protocol 5.2, we introduce the following no-
tations. We denote v; = (vi;,...,von;) € F2" for 4 = 1,...,2n. For any

permutation 7 in S, we denote

Un(1),i
Un(t),i 2t
Vig = eF/,
Un+4n(1),i
Un+r(t),i
—_ 2t X2t
Dl,ﬂ‘ — (V1,7T7 s 7V2t,7r> € IFq 9
. 2tx2(n—t
ng = (V2t+1,7r7 c. ;V2n,7r> - ]Fq ( )

The user t-secrecy is proved as follows. Let 7 be an arbitrary permutation
in S,. The queries to the m(1)-th server, ..., 7(t)-th server are written as

(Ar(1)Xs -+ » D)X Dr(1)Zs + - - () 2) | = D1xR+ Do By € thw("_t)f-

Since condition (a) of Lemma 5.2 implies rank D, . = 2t, i.e., D; . is invert-
ible, when R is uniformly at random in thxz(n_t)f, the distribution of

(qw(l)Xu s Ar) X, Are(1)Zs - - - 7q7r(t)Z>T

is the uniform distribution on th“(”_t)f. Therefore, the colluding servers

obtain no information of the index of the targeted message k since the ma-

trix R is unknown to the colluding servers and is uniformly at random in
]F2t><2(n—t)f
q .

Costs and QPIR rate

The message size is m = [F2""Y| = 209 The download cost and upload
cost are

D(\IJS;,)IR) = log dim®Aj = nlogg,

j=1
U(\I’(QHID)IR) = log ’Fg(nft)fxzn\ = 4nf(n —t) log q.
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The QPIR rate is

(m _ logm 2(n—1t)
R(\PQPIR> - D(\I/g}‘:)m) - n )

which achieves the QPIR capacity in Theorem 5.1.

5.4 Converse bounds

The converse bounds of Theorem 5.1 are written for any « € [0,1) and any
B,7,0 € [0,00) as

Caipe <1 if1<t< g (5.44)
2(n—t

Coranty < (”n ) ifg <t<n, (5.45)
2(n—t

Cgs’gﬁf,t < (nn ) if g <t<n. (5.46)

The proof idea of the converse bounds (5.45), (5.46) is explained intu-
itively with Figure 5.4 as follows. By the secrecy conditions, the state on
®;:1 Ax(jy from the colluding servers is independent of the message infor-
mation, which will be precisely stated in Lemma 5.4. With this fact, the
state on ®;:1 Ax(j) can be considered as a shared entanglement between
the user and the non-colluding servers. That is, the downloading step of
the protocol (Figure 5.4-(a)) can be considered as the entanglement-assisted
communication of a classical message (Figure 5.4-(b)). Since the capacity of
the entanglement-assisted classical communication for the identity channel
is two times the dimension of the transmitted quantum systems, the PIR
capacity is upper bounded by 2(n — t)/n and the tightness of this bound is
guaranteed by the QPIR protocol in Section 5.3. The bound (5.44) is proved
by noting that the retrieved message size cannot exceed the dimension of
downloaded quantum systems.

The remainder of this section is organized as follows. In Section 5.4.1, we
prepare lemmas necessary for the converse proofs. In Sections 5.4.2, 5.4.3,
and 5.4.4, we present the proofs of (5.46), (5.45), (5.44), respectively.

Throughout this section, we fix an arbitrary ©= € S, without losing gen-
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Qe
Q. K
/ A

/ N

/ A\

/ \
7 \
1 \
1 \
| |
" | Colluding servers Non-colluding servers |/
(t servers) (n — t servers)

,,,,,,,,,,,,,,,,,

(a) Downloading step of QPIR protocol. The user shares @), with col-
luding servers and Q:c with non-colluding servers.

Shared L N
B Ape v Qe

Entanglement J ‘

| Non-colluding servers
(n — t servers)

(b) Entanglement-assisted communication of classical
message with shared randomness (.. Note that the
user know ) but not which query Q- the non-colluding
servers contain.

Figure 5.4: Proof idea of converse bounds. By the secrecy conditions, the
downloading step (a) can be considered as (b). Here, we denote A, =

®;‘:1 A]? Atc = ®;:t+1 Aj7 Qt = (Qh cee 7@1‘.)7 and th = (Qt-l—lu s 7Qn>'
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erality and use the notation

Qr = (Qr(1), -+, Q) (5.47)
th = (Qﬂ(t+1)7 cee 7Q7T(I’l))7 (548)
t
A, = ®Aﬂ(]~), (5.49)
j=1
A = Q) A (5.50)
j=t+1

We also denote by pa, the state on A; of the t-colluding servers after the
servers’ encoding. For random variables X and Y, we denote by px the
probability distribution of X, by pxy the distribution of X conditioned by
Y, by pxjy—, the distribution of X conditioned by Y = y. We sometimes
denote px—, = Pr[X = ] and px—z)y—y = Pr[X = 2|Y = y] for simplicity.

5.4.1 Lemmas for converse bounds

We prepare two lemmas. The security conditions (5.1), (5.2), and (5.3) give
the following bounds.

Lemma 5.3. The server secrecy Sserv(\lfgl‘))m) < B implies
(M AQIK = k), < B. (5.51)
The user t-secrecy Sl(lts)er(\lfggm) < implies

dPqyr=r: Par=i) < V207, 5.52
iike{??}f)“(}mesn (th\K_k Paix )_ ol ( )

where d(-,-) is the variational distance d(p,q) = (1/2) - >, |p; — g¢;| for
probability distributions p, q.

Proof. The relation (5.51) is proved as follows:
I(ME,AQ‘K = k)PMQ = I(M1§§ A|Q7 K = k)pMQ + I(M§§ Q|K = k)PMQ
=I(M;; AlQ, K = k)0 (5.53)
= ZPQZfIlK:k : I(M]Su A’Q =4q, K = k)PJWQ

q

<5,
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where the equality (5.53) holds because @ is independent of Mf.
The relation (5.52) is proved as follows. For any m € S, and any k €
{1,...,f}, we have

1
72 (K3 Q) = Dpradllpx x pa) = ¢ > D(pgu=rlpa.)
k/

(@ 2 2
= > E(pour=rpo) = @ (paur=r Pa.),
k/

where the inequality (a) follows from Pinsker’s inequality (2.11). Thus, for
any i,k € {1,...,f}, we have

V 2fy > d(pgux=k, Pq.) + d(PQ; PoK=i) (5.54)
> d(PQ.|K=k> PO K=i); (5.55)
which implies (5.52). O

In the converse proofs, we will only use the evaluation given in Lemma 5.3
instead of the conditions Sserv(\IJggIR) < [ and SSZLY(\I/S;QIR) < 7. We also
prepare the following lemma.

Lemma 5.4. If a QPIR protocol \Ilggm satisfies Sserv(\llg'gm) < B and
Sﬁtsér(\lfg;?m) <, then for any k € {1,...,f}, we have the relation

[<Mk§At|QtaK = k)PJWQt < ﬁ+g(m77) (556>
after the servers’ encoding, where
g(m,v) == 10y/2fylog m + 1o(21/2f7) + 2R (2+/2f7). (5.57)

Here, no(+) and hs(-) are defined in (2.25). In particular, when v = 0, we
have
I(My; A Qu, K = k) ppyo, < B
for any ke {1,... f}.
Proof. Let k # i€ {1,...,f}. We obtain the lemma as follows.

I(My; Ae|Qy, K = k)pMQt (5.58)

S ](Mk7AtQt|K — k)ﬂMQt 559)
(a)
< [(Mk;-AtQt|K = i)pMQt + g(m,'y) (5-6())
< (M5 AQIK = 1) py0 + g(m, ) (5.61)
(b)
< B+g(m, 7). (5.62)

73



Chapter 5. Capacity of QPIR with Colluding Servers

The inequality (b) follows from (5.51).
The inequality (a) is derived as follows. When we define

PMQk = Z(l/mf) *PQi=q| K=k * 7, G} (M, G| @ Prmge

m,qt

for k € {1,...,f}, the inequality (5.52) implies that

d(PrrQuies Prrquli) < /2fy (5.63)

for any i # k € {1,...,f}, where d(-,-) is the trace distance d(p,o) =
(1/2) - Tr|p — o for quantum states p,o defined in (2.17). Thus, Fannes
inequality for mutual information (2.29) implies that

‘[(Mk;AtQtu{ = k)PMQt - [(MkS AtQt’K = i)pA4Qt| < g(ma’Y)a
which yields the inequality (a). O

Lastly, we prepare the following lemma, which is fundamental for the
proof of the weak converse bound (5.46).

Lemma 5.5. Let \Ilggm be a t-private QPIR protocol such that

Sserv (T 5p1R) < B, (5.64)
Sl(lts)er<\Pé;’)IR) <7, (5.65)
P (U ) < min{1/2,1 — 10/2f7}. (5.66)

Then, the protocol \I/g?:’)IR satisfies
2(n — t)logd + B+ 110(2v/2F) + 2ha(2v/2F7) + hs (perr@ggm))

1 — Py (Thphe) — 10/2Fy

where no(+) and ho(-) are defined in (2.25).

logm <

Y

Proof. We prove the lemma by four steps.

Step 1: First, we prepare the following notation. Fix K = k arbitrar-
ily. Let pm, me,q be the quantum state on the composite system ®;:1 A;,
where my, is the message to be retrieved, my, is the collection of non-retrieved
f — 1 messages, and ¢ is the collection of queries. Note that in view of Fig-
ure 5.4-(b), the targeted message my corresponds to the classical message
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and the query ¢ determines the decoding algorithm, but the non-targeted
messages myj, are independent of mj, and ¢q. Therefore, we only consider, in
the following, the averaged states

1 1 <
Tmg,q = mfi—1 mek,mz,tp Oq = m Z Trmy,q- (5.67)
my,

mk=1

Considering the entire system A as a bipartite system A; ® A, let 7,
and oy, be the reduced density matrices of 7, 4 and o, on Ay, respectively.
Depending on k and ¢, we denote the decoding POVM by {Y}, o(w) }weqi,...,m}-

Then, we define

1 m
Rq = E Zl ‘mk><mk| ® Trmy,q> (568)
my=
1 — nf
=2 S mimiosenet o
my=
Yig = Z ) (m| @ Y g(ma). (5.70)
mp=1

Step 2: In this step, we derive the inequality
(1= P (W) log m < ED(Rq | Sg)+ha (Pt (W) ), (5:71)

where Poy i (U00) = Pria [W # My| K = K].
The data-processing inequality for quantum relative entropy (2.23) with
respect to the two-valued measurement {Yj ,, I — Y .} is written as

D(pllo) = D(F,||F;)

= —ha(P(1) ~ P(D1og Po(1) - P,(2)log Po(2),  (5.72)
where

P, = {P,(1), P(2)} = {Tr pYig. Tr plI — Y}, (5.73)

P, ={FP,(1),P,(2)} ={TroYi, Tro(l — Yi,)} (5.74)

For the states R, and S,, we have
Pr, = {Pr, (1), Pr, ()} = {Perrea( WGpe)s 1 = Poria (Vo)

P, = (P ) P @} = { 1= o}

m m
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where Poppg(US0R) = Prwag[W # MK = k,Q = q]. Here, Ps, is
independent of k£ and ¢. Applying (5.72) to the states R, and S,, we have

(1-— Perr,k,q(\IfQPIR)) logm = Pg,(2)log Ps,(2)7" (5.75)
< D(Ry[|Sy) + ha(Pr, (1)) (5.76)

= D(Ryl|S) + b (Pema(PG0m) ) (5.77)

Taking expectation with respect to ) and using the concavity of hy, we have
(1— Perr,k(\IJEQPIR)) logm = Eq(1 - Perr,k,Q(\I’ggPIR» logm (5.78)

< EQD(Rq|1So)+hs (Pars (W), (579)

which is the desired inequality (5.71).
Step 3: Next, we derive the inequality

EoD(RqllSg) < 2(n — t)logd + I(Mys AJQu K = )y (550)
The inequality (5.80) is derived by

I & I
EQD(RQ”SQ) = EQE Z D(ka,Q O-bt ® dn—t)
mg=1

1 & I
E Z ( (kaQ T, Qe ® dnt) + D(TT/antHOIQt))

mk—l

IIQ

I
;nk Q< gn— ) + I<Mk’ At|Qt7 )PMQt

(0)
<2(n—t)logd + I(Mp; Ae|Qe, K = k), -

The equation (a) can be shown as follows.

1
D<ka7Q O-égt ® dn—t)

I
="Tr Tm,Q <1Og Tmg,Q — log (0-22: ® F))
I

=Tr ka@{ 10g Tmg,Q — 10g < T, Qu dn—t)

I , I
+ log ( T, Qe dnft> — log (UQt ® dn—t)

1
/ / /
mk Qt ® dn—t) + D<ka7QtH0Qt)'

= D(ka Q
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The inequality (b) can be shown as follows. We diagonalize the state 7,,,, o =
> Dil@i)(¢i| and denote by p; the reduced density matrix of |¢;)(¢;| on A;.

Then,
1
pl dn_

where the last inequality is proved from H(p;) = H(p)) < logd"™* for the
reduced density matrix p of |¢;){¢;] on Aye.

Step 4: Lastly, we prove Lemma 5.5. Combining Eq. (5.71), Eq. (5.80),
and Lemma 5.4, we have

( _Perrk

D(kaQ TInth dn— t) sz (‘¢z ¢z

=logd"™" + Zpi (pi) < 210gd"‘t,

1 (\IJEQPIR)) logm

< 2(n—t)logd + [(My; A Q, K = k) pyyo + 2 (Pmk \ng’IR))

<2(n—t)logd + B+ g(m,7) + hy <Perr,k( QPIR))

= 2(n —t)logd + B + 104/2fy log m + 17(21/2f7) + 2h2(21/2f7)
+ ho <Perr,k(‘;[lg;’)IR)>

Then, rewriting the above inequality, we obtain Lemma 5.5 as

2(n — t)logd + B+ 1o(2v/27) + 2h2(2V/2F) + ha ( Pare (W51
1—- Perr,k(\I]gT:’)IR) — 10v/2fy

) 2(n = t)log d + 8+ mo(23/27) + 22 (2V/Z7) + o ( Pare(W ) )

1 — Py (UhpR) — 10/2Fy ’

where (c) follows from Perr,k(kllggm) < Perr(\lfggm) <1/2. O

logm <

o

(

IA

Remark 5.10. In Step 2, we condition on () = ¢ and then take expectation
with respect to ). The reason why we condition on () = ¢ is that the states
and the decoder are determined depending on the value of ). Thus, to derive
(5.75) which relates the error probability and quantum relative entropy, we
need to condition on () = ¢. On the other hand, we need to take expectation
on @ in (5.79) because we need to recover @), as a random variable to apply
the user secrecy condition I(K;@;) < . To be precise, we use the user
secrecy condition I(K; Q) < 7 in the proof of Lemma 5.4 and we apply
Lemma 5.4 in Step 4.
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5.4.2 Weak converse bound for t > n/2 with user secrecy

In this subsection, we prove the converse bound (5.46). We choose a sequence
of QPIR protocols {\Ifg;fI)R}Z'il such that

(e, By ) = (Pere (U010, Sserv (T 5t0), S (TR))
satisfies

lim sup ap = 0,

{—00
limsup~, =0,
{—00
limsup 5, = 5.
{—00

Let d; be the dimension of A; (Vj € [n]) for the protocol \I/g;fI)R. Then, for
any sufficiently large ¢ such that oy, < min{1/2,1 — 10y/2f~,}, Lemma 5.5

gives
2(n — t) log dg + 5g + 7]0(2\/2f’7@) + 2h2(2\/ 2f’)/g) + hg(@g)
1-— Qy — 10\/ Qf’yg '

Hence, the asymptotic QPIR rate satisfies

logm, <

1' \Ij(ml)
Ziglo R( QPIR)
log my

e log d,
2(!’] — t) log dg + 6@ -+ 7’]0(2\/ 2f’}/g) -+ 2h2(2\/2f’7g) + hg(O[g)

< li

= % (1 — ap —104/2fv,)nlogd,
2(n —t)

==

where the last equality follows from the relation (ay, 8¢, ve,de) — (0, 5,0, 00)
as ¢ — co. Thus we obtain the converse bound (5.46).

5.4.3 Strong converse bound for t > n/2 with perfect
secrecy

In this subsection, we prove the strong converse bound (5.45) for t > n/2
with perfect secrecy Throughout this subsection, we use the notation given
in Step 1 of the proof of Lemma 5.5.
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Chapter 5. Capacity of QPIR with Colluding Servers

The converse bound (5.45) is the bound with the assumption of perfect
m)

secrecy, i.e., Sserv(\llg}?m) = 0 and S&tsér(\IIEQPIR) = 0. With perfect secrecy,
we have the following corollary of Lemma 5.4.

Corollary 5.2. Suppose Sgery (¥ QP)IR) =0 and S (¥ QPIR) = 0. Then, the
relation

I(Mk7 |Qt? )PMQ =0

holds for any k € {1,...,f} after the application of the server encoder. That
is, the state on the system Ay does not depend on the message M.

We give a simple direct proof for this corollary in Appendix F.

Now, we prove Eq. (5.45). Let Sgry (¥ QF?IR) = 0 and Suser( Q";D)IR) = 0.
We consider the case where arbitrary K = k, Q@ = ¢, and m € S,, are fixed.
Theq O0 At
does not depend on my,, we denote it by 7, . Applying Proposition 3.2 with

Since Corollary 5.2 guarantees that the reduced density matrix 7

I
(5, pu, Y(w),0) = (Lka,ank,q( )a T )7

we have

1 & I \!
(1= Perrgog(T5piR))?m SEZ mkq(qt d_) . (5.81)

Given my, and ¢, consider the decomposition 7., ¢ = > Pu|Vmy,.q.2) (s,
Let p, , be the reduced density matrix of [t g.0)(Vmqz| 00 Ay, i, 7/ =

Do pxp’qhx. Then,
_[ -1
TI' T7’2nk7q (Tét ® dn—t)
I —1
< pr Tr( |¢mkq:v><¢mkqw|) (pqt:s F)

7\ !
= pr Tr |¢mk,q,x><¢mk,q@‘ (p;h:c ® dnt)

=d") paTrpl (ph,) " =d"Y p, Trl =d*Y, (5.82)
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Chapter 5. Capacity of QPIR with Colluding Servers

where (a) follows from the application of the data-processing inequality (2.22)
to the choice

s:=1,

pi= 3 Pala) (2] © [ g0) Vrmy gs] € S(X © A),
o= pr\a:x:c\ ® (., ®1/d"") € S(X ® A),
k= "Tr.

X

Combining (5.81) and (5.82), we have

d2(n—t)

(1 - Perr,k,q(qjgr};)IR))2 S (583)

m
Let {\IIEQ"IDZI)R}ﬁl be an arbitrary sequence of QPIR protocols such that the
QPIR rate greater than 2(n — t)/n for any sufficiently large /, i.e.,
_logm; _ 2(n—t)

R(UMm) y — 5.84
( QPIR) logdz > n ) ( )

which is equivalent to

log my

_osme g, (5.85)
log dg("ft)

Here, d, is the dimension of A; (V5 € [n]) for the protocol \I/g;fI)R. From (5.85),
d?(n_t)/mg goes to 0, and then from (5.83), the probability 1 — Perr,qu(\lfg}fI)R)
approaches 0. Since

1= Pore(UGptR) < 1= Porrog(U3piR): (5.86)
we have 1 — Pu,({ps) — 0, which implies (5.45).

5.4.4 Strong converse bound for t < n/2

In this subsection, we prove the strong converse bound (5.44) for t < n/2.
Throughout this subsection, we also use the notation given in Step 1 of the
proof of Lemma 5.5.
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Chapter 5. Capacity of QPIR with Colluding Servers

The bound (5.44) is proved similar to Chapter 3 as follows. Fix K = k
and ) = ¢q. Let o, == (1/m) ka | Tmr,q- Applying Proposition 3.2 with

(Sv pwa Y(U)), U) = (17 Tmzmqv Yqu(UJ), Uq)’

we have

m RN -
(1— Perr,k,q(\lfgp)m))zm < - Z Tr72, ,Oq - (5.87)

mg=1

1 1
— Z Tr72, 0, < - Z Tr Ty g0 = Tr 1 = Hdlm.A (5.88)

mkzl mp 1 ] 1

Combining (5.87) and (5.88), we have

H;—l dim .Aj

(1- Perr,hq(q/g;)m))? < _T (5.89)

Let {\I!g;fm z 1 be an arbitrary sequence of QPIR protocols such that the
QPIR rate of \I/QPIR is strictly greater than 1 for any sufficiently large ¢, i.e.,

1
og my < 1’
log dj

R(USHR) = (5.90)

where d; is the dimension of A; (Vj € [n]) for the protocol \IISIDZI)R. Then,
Eq. (5.90) implies that

qn " dimA;
_g o ijl J N O

my my
Hence, from (5.89), for any k and ¢, 1 —Perr,k,q(\l’g}fl);{) approaches zero. Since
1= Pare(WEtR) < 1= Perra(Upn). (5.91)

we have 1 — Perr(qjéz})[)}{) — 0, which implies (5.44).
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Chapter 6

Quantum Private Information
Retrieval with Colluding Servers
by Bipartite Entangled States

The t-private symmetric QPIR protocol in Section 5.3 required a multipartite
entangled state as prior entanglement. However, because of limitation in
current quantum technology, it is hard to generate and control multipartite
entangled states compared to bipartite entangled states. Thus, it is desirable
to construct a protocol with bipartite entangled states instead of multipartite
entangled states.

In this chapter, we construct the (n—1)-private QPIR protocol with bipar-
tite entangled states. The protocol in this chapter achieves (n — 1)-private
QPIR capacity derived in Theorem 5.1 and has the following advantages
compared to the protocol in Section 5.3. First, our protocol only requires
multiple copies of bipartite entangled states whereas the protocol in Sec-
tion 5.3 requires multipartite entanglement as prior entanglement. Since the
bipartite entanglement is more reliably generated with current technology,
our construction is more suitable for the implementation on quantum devices
than the protocol in Section 5.3. Second, our protocol is more constructive
than the protocol in Section 5.3. Our protocol is a combination of two sim-
ple protocols: quantum teleportation [80] and superdense coding [81], which
have been experimentally realized in [82,83] and [84,85], respectively. On the
other hand, the protocol in Section 5.3 is constructed with more sophisticated
method of stabilizer formalism. Thus, our protocol is more accessible to the
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experimentalists and the theorists who are not familiar with the stabilizer
formalism.

The protocol in this chapter is a generalization of the QPIR protocol
in Chapter 3. The protocol in Chapter 3 extended the classical two-server
PIR protocol |5] by the idea of superdense coding [81]. Similarly, our protocol
extends an (n—1)-private PIR protocol explained below by the idea of super-
dense coding [81] and quantum teleportation [80]. The classical (n—1)-private
PIR protocol we extend is described as follows. Let (logm)-bit messages
My, ..., M; be contained in each of n servers and the queries Qq,...,Qn_1
be independently and uniformly chosen subsets of {1,...,f}. To retrieve the
K-th message, the user chooses Q, which satisfies (B]_, Q; = {K'}, where
is the symmetric difference, and sends the queries @)1, ..., Q, to each server.
For each j € {1,...,n}, the j-th server returns H; = Zier M; to the user
and then the user can retrieve My = 2221 H;, where both summations are
with respect to the addition modulo 2. The protocol is private because the
collection of any n — 1 variables in @)1,...,Q, is independent of the target
index K.

The protocol in this chapter has several remarkable properties. First,
our protocol is a symmetric QPIR protocol. Second, the upload cost of
our protocol is nf bits, which is linear for the number of servers n and the
number of messages f but independent of the message size m. Third, our
protocol requires the message size m = 2%, i.e., 2¢ bits, for any positive
integer ¢, whereas the (n — 1)-private classical PIR protocol in [29] requires
the message size m = q“f depending on n and f for a sufficiently large prime
power q.

Following the conference paper of this chapter [2|, the paper [55] proposed
a QPIR protocol for coded and colluding servers which works for any [n, k]-
MDS code and secure against t-collusion with t = n — k. Their protocol is
an extension of the QPIR protocol of this paper by the combination with
the classical PIR protocol [32] and it achieves better rates than the classical
counterparts [32, 36].

The rest of the paper is organized as follows. Section 6.1 presents the
main theorem. Section 6.2 is preliminaries for the protocol construction and
Section 6.3 constructs the QPIR protocol with n — 1 colluding servers.
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6.1 Main theorem

Let |®) :== (1/2)(|00) + |11)) and one copy of the state |®) is counted as an
ebit. The main theorem of this chapter is as follows.

Theorem 6.1 ((n — 1)-private symmetric QPIR protocol with bipartite en-
tanglement). For (n — 1)-private symmetric QPIR with any n > 2 servers
and f > 2 messages, there exists a QPIR protocol with the rate [n/2] ~1 per-
fect security, nf-bit upload cost, 2¢-bit messages for any integer £ > 1, and
([3n/2]| — 2) ebits as prior entanglement.

Note that the protocol in this section achieves (n—1)-private QPIR capac-
ity derived in Theorem 5.1 when the number of server n is any even number.
Compared to the capacity-achieving protocol in Section 5.3, which requires
one n-partite entangled state, the protocol in this section needs only many
copies of bipartite entangled state (ebits) as prior entanglement. Section 6.3
constructs the protocol that achieves the performance given in Theorem 6.1.
When n = 2, the protocol in Section 6.3 corresponds to the protocol in
Chapter 3.

6.2 Preliminaries for protocol construction

In this section, we prepare two simple protocols to describe our QPIR proto-
col. Throughout this chapter, we consider the unit quantum system H as a
qubit, i.e., a two-dimensional Hilbert space spanned by an orthonormal basis
{10),[1)}. Thus, we use the notations X, Z,W(a, ), |T')), Mz of Section 3.2.1.
Note in the following that W(a,b) on a qubit is a real matrix and therefore

W(a,b) = W(a,b) and W(a,b)* = W(a,b)".

6.2.1 Quantum teleportation with an operation

First, we give a modified version of the quantum teleportation protocol [80],
where an operation W(c, d) is performed on Hj3 before the quantum telepor-
tation protocol starts.

Protocol 6.1. Suppose that Alice possesses two qubits Hi and Hs, Bob pos-
sesses a qubit Hs. The state on Hy is p and Alice and Bob share |®) €
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DRI

Reference Alice Bob

: MZ% = (a7 b)

I
\

@ (I ©W(c, d)W(a,b))ly) @

Apply W(a,b) on H;

!
|
|
|
!
|
\

Q (—1)ebrberde(I © W(c, d))|y) Q
7‘[0 Hf}

Figure 6.1: Change of states in quantum teleportation protocol with an op-
eration W(c,d) on Hz (Protocol 6.1). The symbol Mgz ~ (a,b) implies
that the PVM Mp; is applied on H; ® H, and the measurement outcome is
(a,b) € Z2.

Ho @ Hs. Quantum teleportation protocol with an operation is given as fol-
lows.

Step 1. Bob applies the unitary operation W(c,d) on Hs.

Step 2. Alice applies PVM Mzg on Hi ® Hs and sends the measurement
outcome (a,b) to Bob.

Step 3. Bob applies the unitary W(a, b) on Hs.

The resultant state on Hs is W(c, d)pW(c, d)* and it preserves the entan-
glement. Note that Protocol 6.1 requires two-bit transmission from Alice to
Bob. The protocol without Step 1 in Protocol 6.1 is the quantum teleporta-
tion protocol [80].
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Analysis of Protocol 6.1

We show that the resultant state on Hz is W(e, d)pW(c, d)* and it preserves
the entanglement (see Figure 6.1).

Let Ho be a qubit and |y) = Zijzo Yi;li, j) € Ho ® Hy be a purification
of the state p. Before the protocol starts, the state on Ho ®@ Hi @ Ha @ Hs is

1

1 .
|2) = 7 Z Yijli, 7, ). (6.1)

1,5,r=0

If the measurement outcome is (a,b) in Step 2, the state on Hy ® Hs at the
end of Step 2 is

2 (Iny @ (®[(Ir, @ W(a, )" @ W(c, d))|2) (6.2)

1
=y (=) i+ a e
i,j=0

1
= (=1 >y (=) i+ a+c)

= (=1)""(In, ® W(a + ¢, b+ d))ly)
= (I, @ W(c, d)W(a, b))[y), (6.3)

where the multiplicand 2 in (6.2) is the normalizing multiplicand. At the end
of Step 3, the state on Hg ® Hs is

(=)™ (g, @ W(e, d))ly), (6.4)

which is an identical state to (I, ® W(c,d))|y). Therefore, the resultant
state on Hsz is W(c, d)pW(c,d)* and it preserves the entanglement.

Remark 6.1. Even in case that the order of Step 1 and Step 2 is reversed,
the state before and after the operation W(a, b) is identical to (6.3) and (6.4).

6.2.2 Two-sum transmission protocol

Consider there are three parties Alice, Bob, and Carol. By the following
protocol, Carol receives the sum of Alice’s information (a,b) € Z3 and Bob’s
information (c,d) € Z2.
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Protocol 6.2. Suppose that the joint state of two qubits Hy and Ho s the
maximally entangled state |®) and Alice and Bob possess Hi and Ho, respec-
tively. The two-sum transmaission protocol is given as follows.

Step 1. Alice and Bob apply W(a,b) on Hy and W(c,d) on Hs, respectively.

Step 2. Alice and Bob send the quantum systems Hi and Hy to Carol, re-
spectively.

Step 3. Carol performs the PVM Mgz and obtains the measurement outcome
(e, f) as the protocol output.

In Protocol 6.2, the output (e, f) is (a + ¢, b + d), which can be proved
trivially from (3.15) and (3.20). The protocol requires two-qubit transmission
each from Alice and Bob.

6.3 QPIR protocol with n — 1 colluding servers

In this section, we propose a QPIR protocol that achieves the performance
given in Theorem 6.1 for any n > 2 servers. In our protocol, we consider
each server contains the following message set. Given two arbitrary integers
¢ >1and f > 2, the message set is given by the collection of 2¢-bit messages
My, ..., M € Z3 and M; for any i € {1,...,f} is denoted by

M; = (MY

i P

LMY ez

Section 6.3.1 presents our (n—1)-private QPIR protocol with three servers
(n=3) and £ =1 as the simplest case. Then, by using Protocol 6.2 and the
idea of the protocol in Section 6.3.1, Section 6.3.2 presents our protocol for
any n servers and any /.

6.3.1 Construction of protocol for n=3 and /=1

Protocol 6.3. Our QPIR protocol for 3 servers with messages My, ..., Ms €
Z3 is described as follows (see Figure 6.2).

Step 1. [Preparation| The servers servy, servs, servs possess one qubit
Hi, two qubits HY, HY, and one qubit Hs, respectively. The initial
states on both of Hy @ HY and HY ® Hs are the mazimally entangled
state |P).
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W(Hz)

: MZ% = <a7 b)

A\

—1)?(I @ W((a, b S H;))|®
@ (=D?(I @W((a,b) + >, H;))|P) @

Apply W(a,b) on H;

!
|
|
|
!
|
A\

~1)?(T W2, H)))|®
@ (=D (I oW, H)))|P) @

Figure 6.2: Two-private QPIR protocol for three servers and ¢ = 1. Myz —
(a, b) implies that the PVM My; is applied on HE@HEY and the measurement
outcome is (a,b) € Z3. The values ¢, ¢’ € Z, are determined by (a,b), Hy,
H,, and Hj.

Step 2.

Step 3.

[Query] Let K be the index of the message to be retrieved. Choose
two subsets Q1 and Qo of {1,...,f} independently and uniformly at
random. Define (Q3 by

Qs =Q1® Q2 {K}.
For each j € {1,2,3}, the user sends the query (); to serv;.

[Download] For each j € {1,2,3}, the server serv; calculates
Hj =Y M, (6.5)
iGQj

The server servy (servs) applies W(Hy) to Hy (W(Hs) to Hs) and
transmits Hy (Hs) to the user. The server servy applies W(Hs)
on HY, performs the PVM Mgz on HEY @ HE, and transmits the
measurement outcome (a,b) € Z3 to the user.
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H(P)
SerV2 SerVg
Mzz — Ggp) Mzz — Gép)
G(l’) G(Z’)
M, ( M, (
@ @
User

Figure 6.3: Download step of (n — 1)-private QPIR protocol for four servers
and any integer 1 < p < (. For any j € {2,3}, My — Gg.p) implies that
the PVM My is applied on ”H?’(p ) ® H?’(p ) and the measurement outcome is

G;p ) € Z3. The snake shape arrow indicates the transmission of a qubit.

Step 4. [Retrieval] The user applies W(a,b) on Hs and performs the PVM
My on H1 @ Hs, and the output of the protocol is the measurement
outcome W € Z3.

Analysis of Protocol 6.3

First, we show the correctness of the protocol. The state of H;@HLQHI@H3
before the PVM at Step 3 is

(W(H,) @ W(Hy))|®) ® (I @ W(H3))|®) (6.6)
= (=1)"(W(H, + Hy) @ I)|®) @ (I @ W(Hs))|®), (6.7)

where ¢g € Z, is determined depending on H; and H,. After the PVM at
Step 3 with the measurement outcome (a,b), the state on H; ® Hj is

(W(H, + Hy) @ W((a,b) + Hs))|®) (6.8)
= (=1)%(I @ W((a,b) + Hy + Hy + H;))|®),
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where ¢ € Zs is determined by (a,b), Hy, Ho, H3. Thus, after the user’s
operation at Step 4, the state on H; ® Hs is

(I @ W(Hy + Hy + H3))|D). (6.10)

(Alternatively, we can also obtain the same result (6.10) by considering the
servers and the user apply Protocol 6.1 for (¢,d) := Hs and |y) = (W(H;) ®
W(H,))|®) = (—=1)% (I @ W(H; + H,))|®).) Therefore, the user obtains the
measurement outcome Wy = Zle H; = Wy, which implies the correctness
of our protocol.

The user secrecy follows from the fact that any two of Hy, Hy, H3 are
independent of the target index K. The server secrecy follows from the fact
that the user’s information is (M, a, b) which is independent of any message
except for Mk.

The upload cost is nf = 3f bits because each of @)1, Q)2, Q)3 is written by
f bits. In the protocol, the user downloads 2 qubits and 2 bits but we count
the download cost as 4 qubits since we only count quantum communication
in our QPIR model and one qubit conveys one bit at most. The message size
is 2¢ = 2 bits. Therefore, the QPIR rate is 2/(n+ 1) = 2/4.

6.3.2 Construction of protocol for n servers

In this subsection, we present our protocol for any n > 2 servers and any
¢ > 1. The idea of our protocol construction is described as follows. The
number of servers n are generalized to be arbitrary by using the idea of the
three-server protocol in Section 6.3.1. In this generalization, it is necessary
for servers to transmit the sum of measurement outcomes to the user, and it
is performed efficiently by using the two-sum transmission protocol (Protocol
6.2). The index /¢ is increased by using the same query repetitively until the
protocol retrieves the entire message.

Protocol 6.4. Our protocol for n servers is described as follows (see Figure
6.3).

Step 1. [Preparation] For each p € {1,... L}, prepare the following quan-
tum systems and states. The servers servy and serv, have qubits
”ng) and ’H,(]p), respectively. For each j € {2,...,n — 1}, the server

serv; has three qubits H?’(p), ’H?’(p), H?&’(p). If n is odd, we consider
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Step 2.

Step 3.

the server serv,_1 has only two qubits ’H%’,(Zf), ?—[nR;(f). The mazimally

entangled state |®) is shared between each of the following bipartite
systems:

o Ho@Hy W H Y @ Ho,

. 7_[2R7(p) ® H;(p)’ ’H3R7(p) Q Hf;,(p)’ o ’7_[1:»;(5) Q le;‘v_(]l))’

o le\/;,(p) ®7—[12v][~;(£) forany 7 €{1,...,|n/2] —1}.
[Query] Let K be the index of the message to be retrieved. Choose

subsets Q1,...,Qn_1 of {1,...,f} independently and uniformly at
random. Define ), by

n—1
Q=P Qo {K}.
j=1

The user sends the query Q); to serv; for each j € {1,...,n}.

[Download] For each j € {1,...,n}, depending on the query Q;,
the server serv; calculates

=y M= (Y MO, 3 M. (6.11)

1€Q; 1€Q; 1€Q;
Then, for each p € {1,...,0}, the servers perform the following pro-
cess.
a) The server serv, (serv,) applies W(Hl(p)) to Ha (VV(H,EP)) to
1) and transmits HP (HP) to the user.

b) For each j € {2,...,n — 1}, the server serv; applies W(H](p))
on H?’(p) and performs the PVM Mgz on 'H?(p) ® H?’(p) whose

measurement outcome is denoted by Gg-p) € 73.

¢) For each j € {1,...,|n/2| — 1}, the servers servy; and serva;;
transmit the sum G%) + ng’ﬂ to the user by the two-sum trans-

mission protocol (Protocol 6.2) with qubits ”Hgﬁ’(p) and Hﬁff})

d) If n is odd, serv,_; transmits fo’jl € Z2 to the user.
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Step 4. [Retrieval] For each p € {1,...,(}, the user performs the following
process.

a) For any j € {1,...,[n/2| — 1}, the user receives the sum ng;-) +
G%)Jrl by Download Step c). If n is odd, the user obtains G’E]p_)l
additionally.

b) The user applies W(Z;:; Gg-p)) on HP .

c¢) The user performs the PVM Mgz on ng) @ HP whose measure-
ment outcome is denoted by W®) € Z3.

The protocol output is W = (WO, . W®) e (Z2)*.

Protocol 6.4 is analyzed as follows.

Error Probability

Let p be any element of {1,...,/¢}.
As shown in the next paragraph, at the end of Download Step, the state
on HP @ HP is

(—1)" <1 ® vv(z 7Y + "jfg@)) |®), (6.12)

j=1 =2

where QS.(qp) € Zs is determined depending on Hl(p), cee H,gp), Gép), cee Gf]p_)l.
Then, at the end of Retrieval Step b), the state on ng) @ HY is

(—1)% (1 ® w(Z H;m)) |B), (6.13)

J=1

where 5&”) € Zs is determined depending on Hl(p) cee H,Ep), Ggp),

Y )

G’Ef?l. Thus, at Retrieval Step c), the measurement outcome is M®) =
Yo H J(p ) =M I(f) € 72, which implies that our protocol correctly retrieves
Wl(f). Since Wl(f) is retrieved correctly for any p, the targeted message
Wi =W, W) is retrieved correctly.

Now, we prove (6.12). Since the operations of different servers are ap-
plied on different quantum systems, the order of the servers’ operations
can be arbitrary. Therefore, in the following, we consider that the servers
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servy,...,serv, apply the operations sequentially. At the end of the oper-
ation of servy, the state on ”ng) ® 7-[}2“’(‘”)

(p)

[y1) = (W(H)@ )] @) = (=1)*" (1 @ W(H}"))|®), (6.14)

where ¢§ is determined depending on H Suppose that at the end of the

operations of servy, for any k € {1,...,n — 2}, the state on H; ® ”Hiﬁ is
" k k
p
lye) = (—1)% ([@W(Z Y +ZG§?’)>>|<I>), (6.15)
j=1 j=2
where ¢§Cp) € Zy is determined depending on H", ... | H,gp), G\,

G,(f ). Note that the operations of serv,,; corresponds to the steps 0 and 1
of Protocol 6.1 for |y) = |yk), (a,b) = G,(ﬁzl, and (c,d) = H1£+)1 Therefore,
after the operations of servy,, the state on ”ng ) ® ’Hﬁ;’) is

[Yt1) = (=1 ¢’9+1<I®W (iH + iG )) (6.16)

where q5k+1 € Zy is determined depending on Hl(p), e ng)u Gép), .
ka and the system ’ijg) denotes HP for the case k = n — 2. By the
mathematical induction, the state on /ng ) ® ng ) after the operations of
serv,_i is

n—1 n—1
()
(Y1) = (~1)%" (I®vv (Z HP 4+ G§-”>)> @),  (6.17)
j=1 j=2

and after the operation of serv,, the state is
(—1)" <I W(ZH Z 5?’)>> |®), (6.18)
=2

where ¢{) € Z, is determined depending on H(p) .. HP, Ggp), e Gfﬁ)l.
Thus, we have Eq. (6.12).

User secrecy and server secrecy

The user secrecy is obtained because the collection of any n — 1 variables in
@1, - ..,Q, is independent of the target index K. Next, we consider the server
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secrecy. The user obtains My and Gg?) +Gg’;)+1 forany j € {1,...,|[n/2] -1}
and any p € {1,...,¢}. If n is odd, the user obtains G,ap_) , additionally. Note
that before the measurement by the server serv; for j € {2,...,n — 1}, the
state on H?’(p ) ® H?’(p ) is the completely mixed state, which implies that
the measurement outcomes Gg-p ) for all j are independent of any message.
Therefore, the user obtains no message other than My.

Costs and QPIR rate

The upload cost is nf bits because each subset Qi,...,Q, of {1,...,f} is
written by f bits. For each p € {1,..., ¢}, the user downloads n qubits ng),
Hg“’(p), e HnM_’(lp), HP if n is even, and downloads n—1 qubits ”ng), 7—[12\/[’(17),

o le:dj(gp), #) and two bits Gflp_)l € Z2 if n is odd. Since we only count
quantum communication in our QPIR model and one qubit conveys one bit
at most, the total download cost is n¢ qubits when n is even and (n + 1)¢

qubits when n is odd. The message size is 2¢ bits, i.e., m = 2%. Therefore,
the QPIR rate is

20 2 e
m) ] = - if n is even
R(\PQPIR> = 20 2 . (6.19)
= if n is odd.
(n+1)¢ n+1

Moreover, the sequence {\Ifg;fI)R}g’il of our protocols for m, := 22¢ achieves
the negligible upload cost with respect to the download cost, i.e.,

im ™ " g
=0 Nl /—00 (n —+ 1)€
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Conclusion

7.1 Summary

We characterized the information-theoretic optimal rate of QPIRs by deriving
the symmetric and non-symmetric QPIR capacities for non-colluding and
colluding servers. As a model of QPIR protocol, we considered the case
where each of the multiple servers contains a copy of all classical messages,
the servers share prior entanglement, and the user uploads classical queries to
the servers and downloads quantum answers from the servers. For a precise
analysis of the capacities, we defined two kinds of QPIR capacities for each
model: asymptotic and exact security-constrained capacities with the upload
constraints.

Chapter 3 proved that the symmetric and non-symmetric QPIR capacities
are 1 for any security constraints and any upload constraint. We constructed
a capacity-achieving rate-one protocol with only two servers when the mes-
sage size is the square of an arbitrary integer. The converse bound is proved
by focusing on the download step of QPIR protocols. Furthermore, Chap-
ter 4 also proved the capacity of multi-round QPIR is also 1 by the weak
converse bound.

Chapter 5 discussed symmetric and non-symmetric t-private QPIR. In t-
private QPIR, the protocol needs to guarantee the user t-secrecy in which any
collection of t queries contains no information of the user’s request. When
the number of colluding servers t is less than or equal to a half of the num-
ber of servers n, the capacities are exactly 1 whether considering the security
conditions or not and if t > n/2, the capacities are 2(n—t)/n with some secu-
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rity assumptions. For the proof of the capacities, we constructed a t-private
QPIR protocol with perfect security conditions by the stabilizer formalism.
We also derived the converse bounds, which complete the optimality of our
protocol.

Chapter 6 constructed a symmetric (n — 1)-private QPIR protocol with
bipartite entangled states. The protocol has the QPIR rate [n/2]~!, which
implies that it is capacity-achieving for an even number of servers n. We
constructed the protocol by using quantum teleportation and the two-sum
transmission protocol repetitively.

7.2 Open problems

It is an interesting open problem whether QPIR without prior entanglement
also has an advantage over the classical PIR counterparts. This thesis has
considered QPIR under the assumption of prior entanglement and the QPIR
capacities with prior entanglement are strictly greater than the classical PIR
capacities. The QPIR capacities without prior entanglement lie between the
QPIR capacities of this thesis and the classical PIR capacities. Therefore, it
should be studied whether the quantum PIR capacity is strictly higher than
the classical PIR capacity even without prior entanglement.

In Chapter 3, we assumed that the maximally entangled state can be
shared by several servers. That is, we have made no restriction for prior
entanglement. This setting is similar to the original studies [86,87| for the
entanglement-assisted classical capacity for a noisy quantum channel because
they have no restriction for prior entanglement. A recent paper [88] de-
rived the entanglement-assisted classical capacity for a noisy quantum chan-
nel when prior entanglement is limited. For the extension, the paper [88]
invented several new methods, which are essential for this restriction. There-
fore, it is remained as a future problem to extend our result to the case when
the shared entangled state is restricted.

As another problem, we can consider the QPIR capacity when the chan-
nel from the servers to the user are noisy quantum channels. It is natural to
apply quantum error corrections to each noisy quantum channels and apply
our QPIR protocol over the virtually implemented noiseless channels by er-
ror correction. In this case, the transmission rate is given by the quantum
capacity of the noisy quantum channel. For the converse part, we can easily
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extend the discussion of converse bounds. In this extension, the obtained
upper bound of the transmission rate is the classical capacity of the noisy
quantum channel. Hence, this simple method does not yield the QPIR ca-
pacity with noisy quantum channels. Therefore, it is another challenging
problem to calculate the QPIR capacity with noisy quantum channels.

In Chapter 5, we only considered t-private QPIR with the most trivial
security model that the user and the servers follow the protocol and do not
deviate from the protocol. Thus, adversarial models as Section 3.2.3 need
to be discussed. t-Private QPIR capacity should also be discussed for the
multi-round case.

Following the capacity results [26, 28,29, 36, 38| of classical PIRs, there
have been many extensions of classical PIR studies. PIR with coded storage
[31, 32, 89|, the single-server PIR with weak privacy [90], and the single-
server PIR with side information [91,92]. There have also been approaches
to apply the classical PIR to other problems, e.g., matrix multiplication [93]
and private set intersection [94]. The quantum extensions of these results
are also interesting open problems.
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Appendix A

Proof of Proposition 3.2

First, we prepare the following notations:

3
—

.1
pi=— 3 W)l @ pu,
w=0
1 m—1
0= )l s
~ m—1
V=) |w)(w@Y(w),
w=0
M={Y,I-Y}.
With these notations, we have
1 m—1
TrpY ==Y Trp,Y(w)=1-— P, Al
oY = — w:) T Y (w) (A1)
1= 1 " 1
TroY = =Y TroY(w) < =T Y(w) = —. A2
r G m 2 ro (w)_m rawzzo (w) - (A.2)

Combining (2.23), (A.1), and (A.2), we derive the desired inequality (3.35)

of Proposition 3.2 as

(1—P)"*m®

<
< (TrpY) 5 (TraY )™ + (1 — TrpY ) (1 — Tray) ™
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= exp(sDHs(Pg\/t”Pg\/‘))

(b) i~

< exp(8D1+s(P||‘7))

“aepot o S

where (a) is from (A.1) and (A.2) and (b) is from (2.23).
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Proof of Proposition 4.2

For the proof of Proposition 4.2, we follow the proof of |63, Theorem 4.
Before the proof, we prepare two lemmas from [63].

Lemma B.1 (|63, Lemma 2|). Let Tiwrap be a classical-quantum state such
that

TWFAB:Zp(waf)|wuf><waf|®7—AB\wf7 (B.1)
w,f

where Tapjwy are pure states. Let M be one-way Local Operations and Clas-
sical Communication (LOCC) map from A® B to A’ ® B' ® X, where X is
a classical system which is sent from B to A. Then, we have

I[(W:B'FX)+ H(B|WFX) (B.2)
< I(W; BF) + H(B|WF). (B.3)

Lemma B.2 ( [63, Lemma 3|). Let Twrap be a classical-quantum state de-
fined in (B.1). Then

[(W; ABF) + H(AB|WF) (B.4)
< H(A) + I(W; BF) + H(B|WF). (B.5)

For the proof, we formally describe the communication protocol as fol-
lows. We denote the local registers of the sender and the receiver before
the communication by B° and C°. Let A° = C. At round i € {1,...,r},
the receiver applies a quantum instrument from A~ ® C*~! to C* depending
on QU1 and sends the measurement outcome ) to the sender Then, the
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sender applies a quantum operation from B! to A’ ® B* depending on W
and QM = (Q',...,Q"), and sends A’ to the receiver. After the final rth-
round, the sender applies a POVM on A" ® C" depending on QI and the
measurement outcome W is the decoding output.

Now, we prove Proposition 4.2. First, we have

(1—¢) logm(%) I(M; W) + hy(e) (B.6)
(2 I(M; A'C" QM) + hy(e), (B.7)

where (a) is from Fano’s inequality (2.8)
H(M|W) < elogm + hy(e) (B.8)

and the uniform distribution of M, and (b) is from the data-processing in-
equality 2.29 for the decoding POVM. Then, it is enough to derive the in-
equality

I ACQH) < 3 H(pt) (B9)

i=1

for the proof of Proposition 4.2.

To derive (B.9), we apply Lemma B.1 and Lemma B.2 as follows. Note
that there is no constraint in the size of local registers. Thus, without losing
generality, we assume that the sender’s and the receiver’s local registers are
sufficiently large that the joint state on the entire protocol is always written
as pure states. Since the operations at each round can be considered as a
one-way LOCC map, we can apply Lemma B.1 for (W, F, A, B, A", B', X) =
(M, Q-1 Bi~1, Ai-' @ Ci=', A @ B, CI, Q):

I(M;C'QM) + H(C'|MQY)
< I(M;Ai—lci—lQ[i—l]) + H(Ai_lci_1|MQ[i_”).

Furthermore, applying Lemma B.2 with (W, F, A, B) = (M, Q, A*,C?). we
have

[(M; AC'QU) + H(A'CIMQY)
< H(A) + I(M;C'Q"y + H(C | MQ™). (B.10)
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Combining the above two inequalities, we have
I(M; AC'QMy + H(A'C' | MQY)
< H(Az) _i_[(M;AiflCile[ifl}) _'_H(Aiflcifl|MQ[ifl]) (B.ll)

Applying the inequality (B.11) recursively, we obtain the desired inequality
(B.9) of Proposition 4.2 as

I(M; ACrQly

< I(M; AC'QM) + H(A'C'|MQ)

(©) .

< Y H(AY) + I(M; A'C'QY) + H(A'CMQY)

=2

S H(AY + 1(0C1QY + HICHMQY)
i=1

5 A,
=1

where (c) is derived by applying (B.11) recursively for i =r,r —1,...,2, (d)
is from (B.10), and (e) is obtained as follows: I(M;C'Q') = 0 because the
receiver prepares the state of C' ® Q! independently of the sender’s message
M, and H(C'|MQ') = 0 since the initial state of the local register C! is a
pure state.
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Appendix C

QPIR capacity with average
security measures

In Section 5.1.1, we defined the security measures as the worst-case definition.

In this appendix, we show that the capacity does not changes even if we

change the definition of the security measures as for the average case.
Define the average security measures as

P (USPiR) = Prig[W # My |MQK] (C.1)
Suere(Wiprn) = 1(Mie; AIQK ) (C2)
Slgg)ear(q’ggngm) = Eres, [(K; Qry), (C.3)
and QPIR capacities ég;fggf and é;’fglft are defined the same as (5.5) and

(5.6) except that the security measures Perr(\lfggm), Sserv(‘l’((gf:)m), Sl(fs)er(\llggm)
are replaced by perr(llfg;)m), gserv(\llg'gm), Sﬁts)er(\lfg;)m). Then, similar to
Theorem 5.1, the average capacity is derived as

~ ~ n

Coitp = Cotaci =1 fl<t<o,  (C4)

2(n —t)
n

For the achievability proof of (C.4) and (C.5), the QPIR protocol in Sec-
tion 5.3 achieves the capacity.

~0,83,0,0 ~a,0,0,60
Coinsd = Cot =

asymp,t exact,t T

if g <t<n. (C.5)

The converse bounds are also proved similar to the case of the worst-
case security. The converse bounds are written for any « € [0,1) and any
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B.7,0 € [0,00) as

Crspipe < 1 if1<t< 2, (C.6)
R 2(n—t

o0l < (”n ) ifg <t<n, (C.7)
- 2(n—t

Cotyinms < (”n ) ifg <t<n (C.8)

First, the converse bound (C.8) is proved by the same steps as Section 5.4
except for the following part. In Section 5.4, Eq. (5.77) is written as

(1- Perr,k,q(q’ggm)) logm
< D(R|15,) + ha( Parea(W5im) ).

and by taking the expectation of (5.77) with respect to @), we obtain (5.79).
Similarly, we take the expectation of (5.77) with respect to K, @ and then,
we obtain

(1—- ]Serr(\pggm)) logm
< Ex@D(Ry|IS 1K) + ha (P (Wiie) )

Then, by the similar steps as Section 5.4, the converse bound (C.8) is proved.
For the converse bounds (C.6) and (C.7), in the last steps of the proofs
in Sections 5.4.3 and 5.4.4, we replace (5.86) and (5.91) by

L= P WR) < 1= i0f Peoe g (Vi) (C9)

Then, the converse bounds (C.6) and (C.7) are proved in the same way.
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Appendix D

Proof of Proposition 5.1

We concretely construct the subgroup S(V) as follows. From (5.12), all
elements of S(V) are commutative regardless of the choice of ¢,. Since I €
S(V), we set W(0) = I, i.e., ¢ = 1. Then, it is enough to choose ¢, so that
S(V) satisfies the closure for the multiplication.

We choose {¢, € C | v € V} as follows. For a fixed basis vq,...,v, of
V, we choose ¢y, as follows: if p > 2, choose ¢y, as a p-th root of unity, i.e.,
¢y, = w” for some integer k; if p = 2, choose ¢y, as

ey [E1if (ba) =0,

:I:\/ —1 if <bza ai> = 1,
where a;, b; are vectors in I} such that (a;, b;) = v;. For any v = Yo aiv; €
V, we choose ¢, by the relation

W(v) = W(vy)® - W(vy). (D.1)

Next, we prove the closure for the multiplication in S(V) by the above
choice of ¢,. For any basis element v;, we have

W) = & Wiy, 2@ o Ve (pv) = 1= 1. (D2)

where (a) follows from (5.13). Then, we can confirm the closure for the
multiplication as

WV)W(V) = W(v1)" - W (vg) "W (v)" - - W (vy)“d (D.3)
- W(Vl)a1+a1 e (Vd)ad+ad (D.4)
_ W(Vl)a1+a1 mod p W(vd)“”“?l mod p (D.5)
=W(v+V) (D.6)
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for any v, v’ € V, where the equality (D.4) is from the commutative property
of S(V) and the equality (D.5) is from (D.2). Thus, S(V) is a commutative
subgroup of HWY not containing cI for any ¢ # 0, i.e., a stabilizer.

Alternatively, if p > 2, the set S(V) is a stabilizer by choosing cp) =
(WP D/2)(@b) gince

W(a,b)W(c,d) = (wPHV/2){@b).Jediyw (a4 ¢, b+ d)

for any (a,b), (c,d) € F} and V is self-orthogonal.
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Proof of Proposition 5.2

Let V be a self-orthogonal d-dimensional subspace of Fg” and S(V) be a
stabilizer defined by (5.14). Notice the following facts.

Fact 1) W(v)W(v') = W(v + V') for any v,v’ € V by the closure for the
multiplication of S(V),

Fact 2) All eigenvalues of W(v) are in {w* | k € F,}, since (W(v))P =
W(pv) = W(0) = I,» for any v € V.

Fact 3) All elements of S(V) are simultaneously diagonalized, since S(V) is
a commutative group.

First, we prove 1) of the proposition. By Facts 2 and 3, we have the
simultaneous decomposition of all elements W(v) € S(V) as

W)= ) MPy  (Wwev), (E.1)
f V=,

where the summation is taken for all maps f from V to F, and {P} are
orthogonal projections such that

PYPy =0 for any f # [/, (E.2)
> = Iyen. (E.3)
fevx

Let V* be the space of linear maps from V to F,. Since Fact 1 implies
w! MV PY = VI PY for any v € V and f: V — F,, we have P} =0
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for any f ¢ V*. Thus, (E.1) is written as

W)=Y /MPY  (vweV). (E.4)
fev*

Furthermore, the space V* is isomorphic to Fg” /V+7 by the following identifi-
cation: we identify f € V* and [w] .= w+ V7 € F2*/VE7 if f(v) = (v, Jw)
for any v € V. Therefore, we denote P[\vf,] = P} if f and [w] are identical
and Eq. (E.4) is written as

W)= >  ov™py (Vv € V), (E.5)

w]
[w]eF2n /V+a

which implies 1) of the proposition. The uniqueness of the decomposition
(E.5) is from the uniqueness of the eigendecomposition.

Next, we prove 2) of the proposition. Let HECV] = Im P[X,] For any v € V,
we have

W (V)W (W) H Y 2w W (w) W (v) Y, (E.6)
® w<V’J(W+W/)>W(W)HKV,], (E.7)
where (a) is from
W (¥)W(w) = W™ W(w)W(v).
which follows from (5.12), and (b) is from

W(V)H[\i\,,} = Iy

[w']>

which follows from (E.5). Since (E.7) implies that W (v) maps W(W)?‘[[Vw,]

to w<V’J(W+w/)>W(W)H[YN,], we have W(w)H ), € H}, . from (E.5). Con-

versely, we also have W(—W)H[Vw tw & H[YN,]. Thus, we have dim H[\fﬁ,] =

dim ’H[Vw +w] and therefore, obtain the desired relation W(W)’H[Vw,] = ’H[\fﬁ fw]-
Lastly, we prove 3) of the proposition. By 2) of the proposition, all spaces

7—[[\"”} have the same dimension. Therefore, we have

dim H®"  dim H®" ned

di Vo — =
e = NS T ]
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Appendix F

Simple proof of Lemma 5.4 with
perfect security

We give the proof of Corollary 5.2, i.e., Lemma 5.4 with perfect secrecy.
Due to the user secrecy Sl(ltszar(lllggm) = 0, the uploaded information @) is
independent of K. Since the pysq, is determined by @), we have

I(MkQ Aﬂ(t)|Qt7 K = k)PJWQt = I(MkQ AW(t)|Qta K = i)PMQt

for any i # k € {1,...,f}. Since server secrecy Sserv(\llggm) = 0 implies
I(My; Ae)|Qe, K = 1), =0 Vi ke {l,...,f}, (F.1)

we have [(Mp; Ar)|Qr, K = k)0, = 0 for any k € {1,...,f}, which implies
Lemma 5.4.
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