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A Combined Circuit for Multiplication
and Inversion in GF(2'")

Katsuki Kobayashi, Student Member, IEEE, and Naofumi Takagi, Senior Member, IEEE

Abstract—A combined circuit for multiplication and inversion in
GF(2™) is proposed. In order to develop a combined circuit, we
start with combining the most significant bit first multiplication al-
gorithm and the modified extended Euclid’s algorithm by focusing
on the similarities between them. Since almost all hardware com-
ponents of the circuits are shared by multiplication and inversion,
the combined circuit can be implemented with significantly smaller
hardware than that necessary to implement both multiplication
and inversion separately. By logic synthesis, the area of the pro-
posed circuit is estimated to be approximately over 15% smaller
than that of previously proposed combined multiplication/division
circuits.

Index Terms—Galois field, inversion, multiplication.

1. INTRODUCTION

ALQIS field GF(2™) plays important roles in error-cor-

recting codes and cryptography [1]. Such applications
can be accelerated with fast dedicated circuits for arithmetic
operations in GF(2™). Among the basic arithmetic operations
in GF(2™), multiplication and multiplicative inversion/division
are much more time-consuming than addition and subtraction.
Thus, various circuits for multiplication and inversion/division
in GF(2™) have been proposed [2]-[5].

Multiplication and inversion in GF(2™) are employed for
elliptic curve cryptography (ECC), which is one of the major
public key cryptosystems. Since m is very large in ECC [1],[6],
realization of circuits for both operations yields large area. Thus,
the reduction of hardware of these circuits is important for area-
restricted devices like portable ones.

In this paper, we propose a combined circuit for multiplica-
tion and inversion in GF(2™). In the circuit, multiplication and
inversion are carried out with the most significant bit (MSB)
first multiplication algorithm and the inversion algorithm pro-
posed in [4], which is based on the extended Euclid’s algorithm,
respectively. In order to develop a combined circuit based on
these algorithms, we start with combining them by focusing on
the similarities between them. Since almost all hardware com-
ponents of the circuit are shared by multiplication and inversion,
the circuit can be implemented with significantly smaller hard-
ware than that necessary to implement both multiplication and
inversion separately.
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Compared with previously proposed combined circuits for
multiplication and division, the circuit to be proposed has sev-
eral advantages. For example, although the area complexity of
[7] is O(m?), that of the circuit to be proposed is O(m). The
circuits proposed in [8] and[9] are based on the Stein’s binary
greatest common divisor (GCD) algorithm for division and need
to reverse the order of the coefficients of inputs and output poly-
nomials for multiplication. Thus, the circuit proposed in [8] has
extra area for such pre- and postcomputation, and how to imple-
ment such computation is not described in [9]. In contrast, the
circuit proposed here does not need such computations.

We have synthesized the circuit to be proposed using 0.18 ym
CMOS standard cell library, for several m’s, and estimated its
area and critical path delay. The area of the circuit and regis-
ters is significantly smaller than that of the previously proposed
combined multiplication/division circuits [8], [9].

This paper is organized as follows. The next section explains
algorithms for multiplication and inversion in GF(2™) on
which the circuit to be proposed is based. Section III combines
these algorithms to develop a combined circuit. Section IV
proposes a combined circuit and estimates its area and critical
path delay by logic synthesis.

II. PRELIMINARIES
Let

G(r) = 2™ + gm12™ -+ gz + 1

be an irreducible polynomial on GF(2), where ¢g; € {0,1}.
Then, we can represent an arbitrary element in GF(2™) defined
by G(z) as

Ax) = 1™ V4 a1z + ag

where a; € {0, 1}.

Multiplication “ -” in GF(2™) is defined as a polynomial
multiplication modulo G(z) on GF(2). Multiplicative inverse
B~1(z) of B(z) in GF(2™) is defined as the element that
satisfies

B(z)-B z)=1.

A. MSB-First Multiplication Algorithm in GF(2™)

We combine the MSB-first multiplication algorithm with the
inversion algorithm shown later, because they are suited to be
combined. The MSB-first multiplication algorithm in GF(2™)
is as follows, where b; denotes the jth coefficient of polyno-
mial B(z). The operation “ X” denotes polynomial multipli-

1549-7747/$25.00 © 2008 IEEE

Authorized licensed use limited to: NAGOYA UNIV. Downloaded on February 24, 2009 at 01:09 from IEEE Xplore. Restrictions apply.



KOBAYASHI AND TAKAGI: A COMBINED CIRCUIT FOR MULTIPLICATION AND INVERSION IN GF(2™)

cation on GF(2). The notation deg( - ) denotes the degree of a
polynomial.
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TABLE 1
OPERATIONS OF ALGORITHM MSB IN AN ITERATION

[Algorithm MSB]

bm—1 B(z)
0 | B(z) :=z x B(z);

P(z)
P(z) := z X P(z) mod G(z);

(The MSB-first Multiplication Algorithm in GF(2™))
Input: A(z), B(z): deg(A(x)),deg(B(z)) <m —1
G(z): deg(G(z)) = m and irreducible

Output: A(x) - B(z)(= A(z) x B(z) mod G(z))

: P(z) := 0;

—

:for i :=1tomdo
. if b,,_1 = 0 then
P(z) := x x P(z) mod G(z);

P(z) := (z x P(z) + A(z)) mod G(z);
: end if

2

3

4

5: else
6

7

8: B(z) := z x B(z);
9

: end for

10: output P(z) as the result.

Note that, in the execution of the algorithm, although the de-
gree of B(x) exceeds (m—1), the variables by, ’s are not referred
to, for k¥ > m. Therefore, when we implement the algorithm as
a circuit, an m-bit register is sufficient to store B(x).

B. Yan and Sarwate’s Inversion Algorithm in GF(2™)

For a large field, the extended Euclid’s algorithm is often
employed for inversion/division because it can be implemented
easily. Actually, various circuits for inversion/division in
GF(2™) based on the extended Euclid’s algorithm have been
proposed. In the combined circuit to be proposed, inversion is
carried out with the algorithm proposed by Yan and Sarwate [4],
which is based on the extended Euclid’s algorithm and shown
later. Here, 7; denotes the jth coefficient of the polynomial
R(x). é is a variable for finding out timing of a swap of the two
polynomials, R(z) and S(x), for mutual division.

[Algorithm YS]

(Yan and Sarwate’s Inversion Algorithm in GF(2™) [4])
Input: B(z): deg(B(z)) <m —1
G(z): deg(G(z)) = m and irreducible
Output: B~1(x)
I: R(z) := z X B(x); S(z) = G(z);
2. U(z) =1 V(z):=0;6 :=—1;
3:fori:=1to2m — 1do
4. if r,,, = 0 then

P(z) := (z X P(z) + A(z)) mod G(x);

L | B@) = wx By (P(z) ==z x (P(z) + z~! x A(z)) mod G(a:);)

5: R(z) := R(x) x x;

6: U(z) :=U(x) X =

7: else

8: if § > 0 then

9:  R(z):= (R(z) + S(x)) x z;

10: U(z) := (U(x) + V(z)) X z;

11: else
12:
[R(x) _ [(R(z) + S(z)) x a:}
S() ] | R(x) ’
13:
[U(x) _ [(U(z) + V(z)) x x}
Viz)] | U(z) ’
14: 6 := —6;
15: end if
16: end if
17 6:=6—-1;
18: end for

19: output V (z)/x™~1 as the result.

Note that, at the end of the kth iteration, all ; and v; are 0
for j’s outside the range [max (0, k — m), k], where u; and v;
denote the jth coefficients of the polynomials U(z) and V' (z),
respectively. Therefore, when we implement the algorithm as a
circuit, two (m+ 1)-bit registers are sufficient to store U () and
V(z) by using a cyclic left shift instead of a logical left shift.
At the same time, we employ 22 as the initial value of U(x) so

that the result B~1(x) will be stored in the register for V (z).

III. COMBINED ALGORITHM FOR MULTIPLICATION/INVERSION
IN GF(2™)

In order to develop a combined circuit, we start with com-
bining algorithms MSB and YS by focusing on the similarities
between them. Tables I and II show the operations in an itera-
tion of algorithms MSB and YS, respectively.

The polynomial B(z) in algorithm MSB and the polynomial
R(z) in algorithm YS determine which operation is carried out
in an iteration. Therefore, we consider merging the two poly-
nomials first. We represent the obtained polynomial as BR(x).
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TABLE II
OPERATIONS OF ALGORITHM YS IN AN ITERATION

Tm >0 R(:E),S(.TJ)

Ux), V(z)

0 | don’t care R(z) := z x R(z);

U(z) := z x U(x) mod (z™+! + 1);

Jalse [R(x)] ._ [z x (R(z) + S(x))] . Uz)] ._ [=x (U(z) + V(z)) mod (z™ +1)] .
1 1S(@)] 7| R(x) 1’ V(z)] I Ul(z) 1’
true R(z) := = x (R(z) + S(z)); U(z) :=z x (U(z) + V(z)) mod (z™+! +1);
TABLE 1II
OPERATIONS OF ALGORITHM MULINV IN AN ITERATION
brm] 0S0 BR(z), G5 (z) PU (), AV (2)
0 | don’t care BR(z) := z X BR(z); PU(z) := z X PU(z) mod F(z);
Jalse |:BR(T)1| — [ x x (BR(z) + mode x GS(x)) ] . [PU(ac)] — [w x (PU(z) + AV (x)) mod F(:c):| .
1 GS(z)| "~ |mode x GS(x) + mode x BR(z)]’ AV (z)| PU(x) i
true BR(z) := x x (BR(z) + mode x GS(z)); PU(z) :=z x (PU(z) + AV(z)) mod F(z);
F(z) = {x"”’l +1 mode = 0
GS(z) X z (= G(z) x £) mode =1

With Tables I and II, we also merge the polynomials P(x) and
71 x A(z) in algorithm MSB with the polynomials U (z) and
V() in algorithm YS, respectively. We represent the obtained
polynomials as PU(x) and AV (z), respectively. Note that, in
the case of multiplication, we must modify the algorithm so that
it satisfies 6 > O at all times.

Next, we consider merging the reduction polynomials of the
two algorithms. The reduction polynomial of algorithm MSB is
the irreducible polynomial with degree . that defines the field.
On the other hand, the reduction polynomial of algorithm YS
implemented as a circuit is the polynomial 2™+ 4+ 1 whose de-
gree is m + 1, because we employ the cyclic left shift instead of
the logical left shift in an (m + 1)-bit register, as described ear-
lier. Since it is desirable for very large scale integration (VLSI)
implementation that the degrees of the two reduction polyno-
mials are identical, we employ z X G(z) instead of G(z) as the
reduction polynomial in algorithm MSB. Along with this modi-
fication, we also modify the other polynomials, PU(z), BR(x),
and AV (z), as multiplied by z. This modification is simply per-
formed by changing the initial values of them with the values
multiplied by .

Finally, we apply two efficient modifications. One is that we
employ (m — 1) and & x B(z) + 1 as the initial values of ¢
and BR(z), respectively, in the case of multiplication. By this
modification, 6 > 0 is always true in the execution of the algo-
rithm, and after . iterations, the values of BR(z), PU(x), and
dwillbe 1, (A(z)- B(z)) x x, and —1, respectively. Therefore,
in the (m + 1)th iteration, the result (A(z) - B(z)) x = will be
transferred to the register for AV () that stores the result of in-
version. At the same time, we employ 2 as the initial value of
PU (x) in the case of inversion so that the result B~!(z) x
will be stored in the register for AV (), namely both the product
and the inverse will appear in the same position in the register.

The other is that we also merge the two polynomials, G(z)
in algorithm MSB and S(z) in algorithm YS, so that they can
share the register. It is because the polynomial G(z) in algo-
rithm MSB is not employed in algorithm YS, and the polyno-
mial S(z) in algorithm YS is not employed in algorithm MSB.
We represent the obtained polynomial as GS(x).

A combined algorithm for multiplication and inversion in
GF(2™) is as follows, where brj, pu;, and gs; denote the jth

coefficient of the polynomials BR(z), PU(z), and GS(z), re-
spectively. mode is a control signal for selection of multiplica-
tion or inversion.

[Algorithm MULINV]

(A Combined Algorithm for Multiplication and Inversion
in GF(2™))

Input: A(z), B(z): deg(A(z)),deg(B(z)) <m —1
G(x): deg(G(z)) = m > 3 and irreducible

de — 0, (inversion mode)
mote =11, (multiplication mode)
Output: B~(z) (if mode = 0)
A(z) - B(x) (if mode = 1)

1: if mode = 0 then/*inversion*/
2: BR(z):= 2z x B(z);GS(z) := G(z);

3: PU(z) := 2% AV (x) := 0;

4: 6:=—-1Iin:=2m—1;

5: else/*multiplication*/

6: BR(z):=z x B(z)+ 1;GS(z) := G(z);

7. PU(z) := 0; AV (z) := A(x);

8 d:=m—-1n:=m+1,

9: end if

10: for ¢ := 1 to n do

11: if br,, = 0 then

12:  BR(z) := BR(z) X =;

13:  PU(z) := PU(x) x z;

14: else

15:  if 6 > 0 then

16:  BR(z) := (BR(x) + mode x GS(x)) X w;
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Reg—PU

~<—Calc-2

™~ 0
~<—Reg—AV

Cell-1 .
Cell-11 \:‘

controller

Fig. 1. Block diagram of the proposed circuit.

17: PU(z) := (PU(z) + AV (z)) X z;
18: else

: (@) ._
19: (x)} =

vﬁam

R(x) + GS(x)) }

(B
[mode x GS(x) + mode x BR(x)

> [l )
21: 0= —0;

22:  endif

23: end if

24: if puy,+1 = 1 then
25:

PU(z) := PU(x)

m—1
+am 4 Z (mode A gsi,)z" ! + mode;
k=1
26: end if
27 6:=6—1;
28: end for

29: output AV (x)/x as the result.

IV. COMBINED CIRCUIT

We have designed a sequential circuit based on algorithm
MULINY, which calculates operations of an iteration of the al-
gorithm in a cycle. Table III shows the operations in an iteration
in algorithm MULINV.

Fig. 1 shows a block diagram of the proposed circuit. Calc-1
and Calc-2 consist of (m + 1) Cell-Is and (m + 1) Cell-IIs,
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respectively. Calc-1 updates BR(z) and GS(z), and Calc-2
updates BR(z) and AV(z) in accordance with Table III
Reg-BR, Reg-GS, Reg-PU, and Reg-AV are the registers for
storing BR(z), GS(z), PU(x), and AV (z), which have
(m + 1)-bit width, respectively. Fig. 2(a)—(c) shows design
examples of basic cells (Cell-1, Cell-II), and the controller in
Fig. 1, respectively. The control signals are calculated by the
controller as follows:

reduce_A = br,,, A mode

reduce_B = br,,
{17 br,, =land § < 0
swap_B =

0, otherwise
swap_A = swap_B A mode
(pu,, ® (av, A bry,)) A mode,
for puy and avg
(pu,, ® (avm A bry,)) A mode,
for the others.

reduction =

Table IV shows the comparison of the combined circuits that
have O(m) area complexity. The proposed circuit can be im-
plemented with smaller area, although it needs more m clock
cycles for division than the other circuits. Note that gate count
in the table includes only gates for basic cells because the area
of the whole circuit is almost occupied by basic cells and regis-
ters when m is large. Also note that we added m multiplexers
(MUXs) to the circuits proposed in [8] and[9] to stop the opera-
tions after the circuit finished the multiplication. Otherwise, the
result of multiplication will change after m clock cycles.

We described circuits based on algorithm MULINV with
Verilog-HDL for several m’s. For comparison, we also de-
scribed circuits based on the MSB-first multiplication and the
Yan and Sarwate’s algorithm, and the previously proposed
combined multiplication/division circuits in [8] and [9]. Note
that although the circuit in [9] needs to reverse the order of
the coefficients of inputs and output polynomials, we did not
include the cost of such pre- and postcomputation in the esti-
mation because they do not describe how to implement such
computation.

We synthesized them with Synopsys Design Compiler using
Rohm 0.18 pm CMOS standard cell library provided by VLSI
Design and Education Center (VDEC), the University of Tokyo.
Table V shows the synthesis results. We set 0 as area constraint
and various values as critical path delay constraints, and syn-
thesized them with Design Compiler’s synthesis option “-in-
cremental -mapping.” The figures in the table are the best
area—time product ones obtained with the synthesis. The area
of the proposed circuit is approximately over 15% smaller than
that of the combined multiplication/division circuits proposed
in [8] and [9].

V. CONCLUDING REMARKS

We have proposed a combined circuit for multiplication and
inversion in GF(2™). In order to develop the combined circuit,
we have combined the MSB-first multiplication algorithm and
the Yan and Sarwate’s inversion algorithm by focusing on the

Authorized licensed use limited to: NAGOYA UNIV. Downloaded on February 24, 2009 at 01:09 from IEEE Xplore. Restrictions apply.



1148

IEEE TRANSACTIONS ON CIRCUITS AND SYSTEMS—II: EXPRESS BRIEFS, VOL. 55, NO. 11, NOVEMBER 2008

brj brj brj, py; py; pu,; 8s;,
! [riode] b
0@7» reduce_A
reduce_B
@—— |- swap_A
reduce_A q
_ reduce eduction *D swap_B
H— reduction
swapT swap_B Ppun
) i . o
S; 8s; 88, av, av, av,, minus S—counter
(@) (b (©)
Fig. 2. Basic cells and the controller of the proposed circuit. (a) Cell-I. (b) Cell-II. (c) Controller.
TABLE IV
COMPARISON OF COMBINED CIRCUITS
Kim et al. [9] Lin et al. [8] Proposed
# of Cycles per Multiplication m m m+1
# of Cycles per Inversion 2m —1 2m — 1 2m — 1
# of Cycles per Division 2m —1 2m —1 (3m)
Register Width (bit) 6m + 2 5m + [logy (m + 1)] 4m + 7 + [logy(m + 1)
Gate Count for Basic Cells:
2-input AND 4m 6m + 4 3m+3
2-input XOR 4m 3m 3m+3
2:1 MUX 4m 5m 2m + 2
Critical Path Delay 27AND + 27T%0R + 21MUx 2TAND + 2Tx0R + TMUX 3TAND + 21%0R
Pre- and Post-Computation necessity necessity unnecessity
Positions of Results in Register different different same

Tanp, Txor, and Thpyx denote the propagation delays of 2-input AND gate, 2-input XOR gate, and 2:1 MUX, respectively.

TABLE V

SYNTHESIS RESULTS (0.18 M CMOS TECHNOLOGY)
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